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Abbreviations and Glossary

Abbreviations and Glossary

App

Application

NTP

Network Time Protocol

Small footprint
installation

Small footprint installation is used to represent very simple installations:
Single node, where Ofelia and RabbitMQ are installed on the same
machine.

(Usually MS-SQL is too, but not necessarily).

Clustered installation

Generally used to set up installations that must operate in HA mode. The
installation is based on several RabbitMQ nodes (necessarily an odd
number), and Ofelia nodes.

(In this case, the MS-SQL cluster is not installed on the RabbitMQ or Ofelia
nodes, for logical reasons of fault tolerance).

Erlang is a programming language and runtime environment. OTP (Open

Erlang/OTP Telecom Platform) is a large collection of libraries for Erlang

RabbitMQ RabbitMQ is the most widely deployed open-source message broker
Secure Sockets Layer A protocol that provides communications security

SSL over the Internet, now deprecated. A certificate that is referred to as
“SSL” is actually a TLS certificate.
Transport Layer Security A protocol that provides communications

TLS security over a computer network. TLS is an updated version of the (now
deprecated) SSL protocol. A TLS certificate might still be referred to as
an “SSL” certificate

SSMS SQL Server Management Studio

VM Virtual Machine

HA High availability

vHost Virtual Host (RabbitMQ)

LB Load Balancer
Distributed Transaction Coordinator
The Distributed Transaction Coordinator (DTC or MSDTC) service is a

DTC

component included in versions of Microsoft Windows from NT 4.0
onwards. It is used to coordinate operations that span multiple resource
managers, such as databases, message queues and file systems.

About this document

This document describes the specificities of the components installation and their configuration required
on a Windows server, and the Ofelia Setup for a small footprint installation, or for a clustered installation

(high availability).

This document does not describe the installation or HA configuration of SQL Server clusters.

O This document does not describe the installation of the Windows server.

This document does not describe the installation or configuration about Load Balancer.
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1. Introduction:

Before installing the Ascom Ofelia application on a Windows server, the latter requires specific software
components and configuration.

1.1. Assumed Knowledge

You must understand the fundamentals of Microsoft Windows operating systems, Microsoft Windows SQL
Server, firewall, security and networking.

1.2. Requirements

Supported Windows components and recommended minimum hardware requirements for Ascom Ofelia
application are described in the product’s data sheet.

Please check the third-party vendor documentation for minimum server hardware requirements.
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2. Windows environment setup:
Prerequisites: Install and configure Microsoft Windows. The following is recommended:
e Disable Automatic Windows updates.
e Perform Windows updates under controlled conditions.
e Be sure Distributed Transaction Coordinator (DTC) on each server (RabbitMQ node, Ofelia, SQL)
are enabled.

O An NTP server must always be used for all components in the system for correct time synchronization.

2.1. Upgrading Windows:
Refer to Microsoft’s documentation on how to upgrade Windows.

When upgrading Windows in a node cluster, upgrade one node at the time, that is, one node per
maintenance window. A windows update can impact the performance of the system.

No manual work is required, so changing the active node is optional.

2.2. How it works in a multi-node environment:

For multi-cluster installations, a load balancer is required for connections to Ofelia. (Web Browser /
OfeliaBrowser / OfeliaSmart / etc.)

= The design of clustering assumes that network connections are reasonably reliable and
provides a LAN-like latency. (For both RabbitMQ and Ofelia nodes)
Refer to RabbitMQ requirements https.//www.rabbitmqg.com/distributed.htm/

Microsaft

SQL Server
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2.3. Snapshots and Live Migration:

As all data associated with the operation and configuration of the software is retained within the prescribed
SQL server instance, there is little to no use to create frequent backups of each node.

However, for disaster recovery, it is recommended that file-only backups are made and that backup
routines never include memory snapshots, as these can negatively impact the real-time nature of the
software when created and restored.

Snapshot, live migration, and backup tools that cause a temporary freeze of a node should be performed
without options that snapshot the internal memory of the virtual machine. File quiescence is acceptable,
but memory snapshots should never be used.

Some recommendations:
e Do not use Snapshot on machine were RabbitMQ Messaging Broker are installed (both on
Windows and Linux)
While it's fine to run RabbitMQ clusters in virtualized environments, make sure that VMs are not
suspended while running.

Clustering and Network Partitions | RabbitMQ

e For migration, remember at least the minimum number of RabbitMQ nodes need to stay alive to
reach the Quorum. (example: 3 nodes = 2 nodes need to stay alive // 5 nodes = 3 nodes need to stay alive)

Note that some virtualization features such as migration of a VM from one host to another will
tend to involve the VM being suspended, so be careful.

The last clustered RabbitMQ node that shuts down must be powered on first, otherwise the
cluster is not started.

e For clustered (HA) installation we recommend using a Linux distribution for RabbitMQ nodes.

Please refer to RabbitMQ recommendation for supported platforms, and the associated installation guides.
Supported Platforms | RabbitMQ

e Thetime in the servers must also be synchronized with the same NTP server.
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2.4. Deployment considerations for High availability:
2.4.1.Number of nodes:

When deciding on the number of nodes, give attention to the needs of High Availability (HA), Especially for
RabbitMQ.

Example:
On an architecture with 3 RabbitMQ nodes:

=  When the majority of RabbitMQ nodes (2) are lost, the system goes down.
=  When a minority of nodes (1) are lost, the system stays operational.

= The number of RabbitMQ nodes must always be an odd nhumber!
=>» The number of Ofelia nodes is not constrained (obviously, at least 2...).

2.4.2. Rolling upgrades:
1 RabbitMQ:

Rolling upgrades are possible only between compatible RabbitMQ and Erlang versions.

For more details on rolling upgrades of RabbitMQ nodes, please refer to the official documentation.
Rolling upgrades | RabbitMQ

2 Ofelia:

Ofelia currently only supports rolling upgrades when the upgrade is to a version with identical ‘major’ and
‘revision’ numbers. This means that a rolling upgrade can only be considered if only the build humber
changes.

Examples:
e Update from 2.1 Rev 3 to 2.1 Rev 3 Build 1: Supported
e Update from 2.1 Rev 3 to 2.1Rev 4: Not supported.
e Update from 2.1 Rev 3 to 2.2: Not supported.
e Update from 2.2 to 2.2 Build 1: Supported
e Update from 2.2 to 2.2 Rev 1 Not Supported
e Update from 2.2 to 2.2 Rev 1 Build 2: Not Supported

MajorVersion.RevisionNumber (if exist).BuildNumber (if exist)

2.4.3. Load Balancer:

A Global Server Load Balancer (GSLB) that uses DNS for traffic routing is not supported.
Ensure the Load Balancer allow WebSocket connection for http/https.

2.4.4. SQL cluster

For HA purposes, it is recommended to include the Ofelia databases in an SQL Server Always on
Availability Group
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2.5. Installation Steps

Several dependencies are necessary for the Ofelia server, each of these dependencies must be installed
manually before the installation of Ofelia.

The order of installation of the dependencies as indicated below must be respected.

2.5.1.Installation Steps for Small Footprint Ofelia
Perform the installation and configuration in the following order:

1. Be sure all the last Windows updates are installed.
Updates may be controlled through a Group Policy. In this case, you must contact the IT department to
request an update of the operating system.

2. Install Microsoft .NET framework.
3. Install Microsoft Visual C++ Redistributable

4. |Install and configure Microsoft SQL Server, or Retrieve information about the SQL server prepared
by the customer's IT team (connection chain, identifiers, ...)

5. Install Erlang/OTP
6. Change the base directory for RabbitMQ.
7. Install RabbitMQ Server
8. Configure RabbitMQ Server:
a. Copy Erlang cookie
b. Enable RabbitMQ Management GUI
c. Optional — Create a specific vHost for Ofelia.
9. Install Smartlnspect Redistributable Console.

10. Install Ofelia

1. Adjust Ofelia’s SQL connection configuration.
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2.5.2. Installation Steps for multi-node architecture

Perform the installation and configuration in the following order:

1.

2.

12.

10.

13.

14.

Be sure all the last Windows updates are installed.

Retrieve information about the Microsoft SQL server prepared by the customer's IT team
(connection chain, identifiers, ...)

On each OTP/RabbitMQ node & Ofelia Servers: Install Microsoft Visual C++ Redistributable
On each OTP/RabbitMQ nodes: Install Erlang/OTP

On each OTP/RabbitMQ nodes: Change the base directory for RabbitMQ.

On each OTP/RabbitMQ nodes: Install RabbitMQ Server

On a first OTP/RabbitMQ node: Configure RabbitMQ Server:

Copy Erlang cookie

Enable RabbitMQ Management GUI

Optional — Create a specific vHost for Ofelia.

Define the rabbitmgq.conf file.

Create a new RabbitMQ user.
Check RabbitMQ configuration.

"m0 o0 T

On the other OTP/RabbitMQ nodes: Configure RabbitMQ Server
a. Copy the same Erlang cookie used on the 1st node.

Enable RabbitMQ Management GUI

Define the rabbitmq.conf file.

Set-up the other nodes to join the cluster.

Check RabbitMQ configuration.

Q00

On Ofelia servers only: Install Microsoft .NET framework.

On Ofelia servers only: Install Smartinspect Redistributable Console.
O Ofelia nodes are generally the same as RabbitMQ nodes.

On each Ofelia nodes: Install Ofelia

On each Ofelia nodes: Adjust Ofelia’s SQL connection configuration.

On each Ofelia nodes: Adjust Ofelia’s configuration files.
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3. Install .NET Framework:
Supported version is described in respective Ofelia product’s data sheet.

.NET Framework will only be needed on servers where Ofelia application will be installed.
If Ofelia should be installed on multiple Windows Servers for scalability and high availability
purposes, “Microsoft .NET Framework” needs to be installed on each Ofelia Windows Server.

However, please note that this component is not required on servers running only Erlang OTP & RabbitMQ
applications.

1. Download and install the appropriate .NET Framework.
Extracting files X

Preparing: C:Y60a2bdedfaa28dda42\Windowss, 1-KB40 19990-x64.cab

Cancel

The files are extracted

= Microsoft NET Framework - X

NET Framework 4.8 Setup
Please accept the license terms to continue. .NET

MICROSOFT SOFTWARE SUPPLEMENTAL LICENSE TERMS

NET FRAMEWORK AND ASSOCIATED LANGUAGE PACKS FOR
MICROSOFT WINDOWS OPERATING SYSTEM

Microsoft Corporation (or based on where you live, one of its
affiliates) licenses this supplement to you. If you are licensed to use
Microsoft Windows operating system software (the "software™), you
may use this supplement. You may not use it if you do not have a
license for the software. You may use this supplement with each
validly licensed copy of the software.

The following license terms describe additional use terms for this

I T - R RS

W

[#]1 have read and accept the license terms. ) (=N |

’
\

For data collection information, read the Microsoft Privacy Statement.

Install Cancel

Validate the general conditions by checking the box "l have read the terms of the license agreement and | accept them.".
Then start the installation using the "Install" button

o Microsoft MET Framework - x

.NET Framework 4.8 Setup
Pleaze wait while the .NET Framewaork iz being installed. NET

File security verification:

All files were verified successfully.

Rollback progress:

Rolling back .NET Framework 4.8

Cancel

Wait for the end of the installation then close the window with the "Close" button

2. Restart the server.
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4. Install Microsoft Visual C++ Redistributable:
If the solution has multiple RabbitMQ nodes, the "Microsoft Visual C++ Redistributable" must be installed
on each server.

Also, "Microsoft Visual C++ Redistributable" needs to be installed on each Ofelia Windows Server.

1. Download and install the appropriate Microsoft Visual C++ Redistributable 2015-2022 x64
> https://aka.ms/vs/17/release/vc_redist.x64.exe
ﬁ Installation de Microsoft Visual C++ 2015-2022 Redistribut... — »

Microsoft Visual C++ 2015-2022
Redistributable (x64) - 14.36.32532

L]

TERMES DU CONTRAT DE LICENCE LOGICIEL MICROSOFT
MICROSOFT VISUAL C++ 2015 - 2022 RUNTIME

Les présentes conditions de licence constituent un contrat entre Microsoft
Corporation (ou en fonction de votre lieu de résidence, I'un de ses affiliés)

at vnne Tle e'annlinnant mn lnairial vicd ri-dacene | ac tarmac e'annlinuant

P T T T T T T L T T
'\J'accepte les conditions générales de la licence)

r \
\ Installer |,/ Fermer
~—

Validate the general conditions by checking the box " | accept the terms and conditions of the license.".
Then start the installation using the "Install" button.

ﬁ! ) Instalation de Microsoft Visual Co-+ 2015-2022 Redistribut..  — x
Microsoft Visual C++ 2015-2022 Microsoft Visual C++ 2015-2022
Redistributable (x64) - 14.36.32532 Redistributable (x64) - 14.36.32532

Progression de l'installation Installation/désinstallation réussie

En cours de  Microsoft Visual C++ 2022 X684 Minimum Runtime - 14.36.32332

Vous devez redémarrer votre ordinateur avant de pouvoir utiliser le logiciel,

. )
Redémarrer Fermer
e

’
Annuler !

Wait for the end of the installation then close the window with the "Restart” button.

2. Restart the server.
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5. Install the Microsoft SQL Server:

An SQL server should be installed by the customer’s IT department. If a setup is intended for demo and
test purposes, or if SQL Express should be installed on Small Footprint Ofelia, it is possible for a user to
install an SQL server.

Supported versions are described in the Ofelia product’s data sheet.

Depending on your server version, install the corresponding Microsoft SQL Server.

e For a Data Center installation, it is strongly recommended to install the SQL Server on a separate
Windows Server. If a Windows Server where Ofelia is installed on goes down, another Ofelia can still
access the SQL Server installed on the separate Windows Server.

e For a Small Footprint Ofelia installation, SQL Express should be installed on the Small Footprint Ofelia
server.

5.1. Small Footprint Ofelia — Install MS SQL Server Express:
1. Double-click the installation file for SQL Server. An Extracting Files dialog box appears.
Microsoft SQL Server 2019 Express X

— -

Preparing: C:\Users\Pierre\Desktop\SQLEXPR _x64_ENU\...\TSQLLANGUAGESERVICE.MSI

2. If a dialog box appears, which states that the SQL Server requires .NET Framework and an
updated Windows Installer, click OK.

3. In the SQL Server Installation Center window, click New SQL Server stand-alone Installation or
add features to an existing installation. The installation wizard starts.
T SQL Server Installation Center - [m] X
Planning a New SQL Server stand-alone installation or add features to an existing installation 2
h L h a wizard to install SQL Server 2019 i -clustered envil t or to add
italation featrcs t am ising S Server 2019instonce.
Maintenance
o 2y Install SOL Server Reporting Services
=8kl Launch a download page that provides a link te install SQL Server Reporting Services.
Resources An internet connection is required to install SRS,
Options 7% Install SOL Server Management Tools

38" Launch a download page that provides a link te install SQL Server Management
Studio, SQL Server command-line utilities (SQLCMD and BCP), SQL Server PowerShell
provider, SQL Server Profiler and Database Tuning Adviser. An intemet connection is
required to install these tools.

j"'/ Install SOL Server Data Tools
"SI Launch s downlosd page that provides s link to install SQL Server Data Tools (SSDT).
SSDT provides Visual Studio integration including project system support for
Microsoft Azure SQL Database, the SQL Server Database Engine, Reporting Services,
Analysis Services and Integration Services. An internet connection is required to install
T.

{v Upgrade from a previous version of SQL Server
Launch a wizard to upgrade a previous version of SQL Server to SQL Server 2019,
Click here to first view Upgrade Documentation

Microsoft SQL Server 2019
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4. Read through the end-user license agreement, select the | accept the license terms checkbox
and click Next.
T sQL Server 2019 Setup - o X
License Terms
Toinstall SQL Server 2019, you must accept the Microsoft Software License Terms.
I3
License Terms ~
MICROSOFT SOFTWARE LICENSE TERMS
Global Rules
Microsoft Update MICROSOFT SQL SERVER 2019 EXPRESS
Product Updates ) i . .
) These license terms are an agreement between you and Microsoft Corporation (or one of its
Retall Setup biles affiliates). They apply to the software named above and any Microsoft services or software
Install Rules updates (except to the extent such services or updates are accompanied by new or additional

Feature Selection

Feature Rules

Feature Configuration Rules
Installation Progress
Complete

iterms, in which case those different terms apply prospectively and do not alter your or
Microsoft's rights relating to pre-updated software or services). IF YOU COMPLY WITH
THESE LICENSE TERMS, YOU HAVE THE RIGHTS BELOW. BY USING THE SOFTWARE, YOU
/ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT THEM, DO NOT USE THE SOFTWARE.

IMPORTANT NOTICE: AUTOMATIC UPDATES TO PREVIOUS VERSIONS OF SQL SERVER. If
ithis software is installed on servers or devices running any supported editions of SQL Server

R e e ey N, (o
L 9
Copy  Print

@ accept the license terms and  Privacy Statement

SQL Server transmits information about your installation experience, as well as other usage and
performance data, to Microsoft to help improve the product. To leam more about data processing and
privacy controls, and to tum off the collection of this information after installation, see the

ntati

< Back Cancel

5. The Product Updates window appears. Check the box to install any possible updates to the

SQL server. Then Next again.

1 SQL Server 2019 Setup — O X TS0l Server 2019 Setup - o x
Microsoft Update Install Rules
Use Microsoft Update to check for important updates Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before Setup.
can continue.
ticowe i Microsoft Update offers security and other important updates for Windows and other Microsoft e e e
. el R e S S W e —
Microsoft Update R M A DR e Feature Rules
Product Updates [2)se Microsoft Update o check for updates (recommended) Instance Configuration L Re-run
Install Setup Files : Server Configuration Vi ey
Migrosoft Update FA
Install Rules Database Engine Configuration
Feature Selection Microsoft te Privacy Stats Feature Configuration Rules Result  Rule Status
Feature Rules Installation Progress @ | Consistency validation for SQL Server registry keys Passed
Feature Configuration Rules Complete @  Computer domain controller Passed
Installation Progress & Windows Firewall Waming
Complete @ 5012019 minimum CTP for Upgrade and Side by Side Support  Pagsed
<Back Cancel Cancel

Select the SQL features to be installed. At least the “Database Engine Services” ..., then click

Next.

% SQL Server 2019 Setup

Feature Selection

Select the Express features to install.

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Installation Progress

Complete

- o X
@ Looking for Reporting Services?  Download it from the web
Features: Feature description:
The configuration and operation of each D

[ Database Engine Services instance feature of a SQL Server instance is
[]50L Server Replication
Shared Features

[J5aL Client Connectivity SDK

Prerequisites for selected features:

Already installed: Py
i~ Windows PowerShell 3.0 or higher

Microsoft Visual C++ 2017 hd
Disk Space Requirements

Redistributable Features

‘ Drive C: 1003 MB required, 39863 MB available |

Select All Unselect All

Instance root directory: C:\Program Files\Microsoft SQL Server\ |

Shared feature directory: lC:\Progvam Files\Microsoft SQL Server\ J

Shared feature directory (x86):

C:\Program Files (x86)\Microsoft SQL Server\ ‘

< Back
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7. In the Instance Configuration window, select/create the instance to be used, then click Next.

By default, Ofélia is configured to work with "SQLEXPRESS": if you modify it, you will have
to adjust the configuration of Ofelia.

T8 SQL Server 2019 Setup - o X
Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Install Rules O Default instance
Feature Selection

@ Named instance: ‘SQLExpress \
Feature Rules

Instance Configuration

Server Configuration Instance ID: ‘5Q|_D(PRESS ‘

Database Engine Configuration

Feature Configuration Rules

Installation Progress SQL Server directory:  CAProgram Files\Microsoft SQL Server\MSSQL15 SQLEXPRESS

Complete

Installed instances:
Instance Name Instance ID Features Edition Version
< Back Cancel
8. The Server Configuration window appears. No changes are required. Click Next.

8 SQL Server 2019 Setup - o x

Server Configuration

Specify the service accounts and collation configuration.
Install Rules Service Accounts  Collation
Feature Selection
Microsoft recommends that you use a separate account for each SQL Server service.
Feature Rules
Instance Configuration Senvice Account Name Password Startup Type
Server Configuration NT Service\MSSQLSSQL.. Automatic |~
Database Engine Configuration SQL Server Browser NT AUTHORITY\LOCAL ... Disabled v
Feature Configuration Rules
Installation Progress [] Grant Perform Volume Maintenance Task privilege to SQL Server Database Engine Service
Complete This privilege enables instant file initialization by avoiding zeroing of data pages. This may lead
toinformation disclosure by allowing deleted content to be accessed.
Click here for detsils
<Back Cancel
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0. In the Database Engine Configuration window:

e Select “Mixed Mode”
"Mixed mode" authentication will allow you to connect to SQL either with a Windows
account or with an account specific to SQL: this may be necessary if you are opening a
Windows session different from the one that initiated this installation.
So, if needed, “add” other Windows users account (like service account)

e Enter a password for the system administrator (sa) account. This can be used later
to log on to the SQL database if the Windows account does not work.

Then click Next.
8 SQL Server 2019 Setup - o X

Database Engine Configuration

Specify Database Engine ication security mode, ini , data directories, TempDB, Max degree of
parallelism, Memory limits, and Filestream settings.

Install Rules Server Configuration Data Directories TempDB Memory Userinstances FILESTREAM
Feature Selection

Feature Rules Specify the authentication mode and administrators for the Database Engine.

Instance Configuration Authentication Mode

Server Cenfiguration O Windows authentication mode

Database ine Configuration
Engine Config (©)ixed Mode (sl server icaticn and Windows auth
Feature Configuration Rules

Installation Progress Specify the password for the SQL Server system administrator (sa) account.

Complete Enter password:

Confirm password: | sessssssssass

Specify SQL Server administrators

DESKTOP-5GFH34D\Pierre (Pierre) SQL Server administrators have
unrestricted access to the Database
Engine.
Add Current User Add... Remove
<Back Next > Cancel

The Error Reporting window appears where no changes are needed. Click Next.

The installation can take some time depending on the server hardware capacity.

8 SQL Server 2019 Setup - o x

Installation Progress

Install Rules

Fereslcion ]

Feature Rules Install_sq|_common_core_CpuB4_Action : RegisterMIMEInfo. Registering MIME info MIME Content Type:
Instance Configuration [1], Extension: [2]

Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress
Complete

Next > Cancel

After a successful installation, click Close.

16/71 Ofelia 2.2 -RI1C



INSTALLATION GUIDE ascom
Ofelia

5.2. Install SQL Server Management Studio:

SQL Server Management Studio (SSMS) provides tools to configure, monitor, and administer instances of
SQL Server and databases. SSMS is needed for granting access rights to one or more databases that will
be created when Ofelia applications will be launched for the first time.

Run the Windows Installer and follow the instructions.

5.3. Small Footprint Ofelia — Setting the Memory Limit for the SQL Server:

In a Small Footprint Ofelia installation, you must ensure that the SQL server does not consume all available
memory as it otherwise may impact the messaging functionality. This is configured by setting the maximum
server memory in the SQL Server Management Studio.

To set the memory limit, perform as follows:
1. Open SQL Server Management Studio.

2. Right-click the server and select Properties.
3. In Server Properties, select Memory.

4. In the Maximum server memory field, specify the amount of memory you need and click OK.

T e
L5 Microsoft SOL Server Management Studie (Administrator) B server Properties - OFELIAHA-SQL _ O ®
File Edit View Toels Window Help Select
a page
. o , Script - Hel
- | il - -2 o | 2 New Query Bl Gl b ) & General o = © Heb
| ‘ Execute & BE < = = =
& Processors Server memory options

& Security

# Connections

& Database Settings

K Advanced

H Permissions Mirimum server memary {in MB):

Object Explorer * 0 x
Connect~ ¥ ¥ VS
= =} OFELIAHA-SQL (SOL Server 13.0.9000.5 _ ca)

Databases \ Connect...
Security \ Disconnect 0 :
Server Objects  \ Register. Maximum server memory {in MB):
Replication =
PolyBase New CQuery mk =
Always On High Availabilit Activity Monitor Q
Management \
Integration Services Cataloj Start
&3 SOL Server Agent (Agent Stop Other memory options
%] XEvent Profiler Pause Conneclion Index creation memory (in KB, 0 = dynamic memory):
Resume Server 0 B
OFELIAHA-SGL
Restart Minimum memory per query (in KB):
Connection:
Policies ’ sa 1024 |5
Facets ﬁ Vigw connection properties
Start PowerShell
Azure Data Studio »
Reports 3 Prog
P — R
Refresh eady (® Configured values () Running values
Properties € — — —

Cancel

For Small Footprint Ofelia, 4096 MB (4 GB) is usually enough. The total amount will vary somewhat
depending on the situation.
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6. Install Erlang/OTP and RabbitMQ Server (Example on Windows® platforms):
For more information on installing these components on other platforms (Linux, etc...), please refer to the
documentation available directly on the official websites of the publishers.

Supported versions of Erlang/OTP and RabbitMQ are described in Ofelia product’s data sheet.
Q WARNING: RabbitMQ does not support UNC paths for users, that is roaming profiles.

Before installing RabbitMQ, make sure that required IP ports are open for communication in the firewall.

TCP 4369 Erlang EPDM daemon

TCP 6000 to 6500 RabbitMQ Stream replication

TCP 25672 Erlang distribution server port

TCP 35672 to 35682 Erlang distribution client ports

TCP 15672 RabbitMQ WEB Plugin Management

Ofelia use the RabbitMQ Server as a message broker, that acts as a message queue between applications
that create/send messages and the ones that consume/receive the messages. Messages placed onto the
message queue are stored until the receiving applications consume them.

6.1. Install Erlang/OTP
To be able to install a RabbitMQ Server, Erlang/OTP needs to be installed first.

1. From RabbitMQ website, check which Erlang/OTP version is required by the RabbitMQ server.
»  https://www.rabbitmg.com/which-erlang.html

2. From Erlang website, download the Erlang/OTP installer file.
» https://www.erlang.org/downloads

3. Right-click the Erlang/OTP installation file and select Run as administrator.

) Erlang OTP 25 Setup - X
) Erlang OTP 25 Setup —

Choose Install Location
Choose = Chouse the folder in which te install Erlang OTP 25, g
Choase which features of Erlang OTP 25 you want to install, = =

Check the componerts you want o sl unchec the components you dortwant o e e e s T oo e s
install. Click Next to continue. . }

Select components to install: | [ {E e parm— Description
- [] Erlang

Development

Destination Folder

rlang Documentation C: Program Files \Erlang OTP] Browse...

Space required: 362.2 MB Space required: 362.2MB

Space available: 34.3 GB

4 Erlang OTP 25 Setup — s
Choose Start Menu Folder

Choose a Start Menu folder for the Erlang OTP 25 shorteuts, @

=

Select the Start Menu folder in which you would like to create the program's shorteuts. You
can also enter a name to create a new folder.

lang OTP 25 (x64]

Accessibility
Accessories
Administrative Tools
Erlang OTP 25 (x64)
Maintenance
RabbitMQ Server
StartUp

System Tools
VMware

Windows PowerShell

[J oo not create shortcuts

< Back Install |y Cancel

4. Click Next twice, then click Install.
5. When the installation of Erlang/OTP is completed, click Close.

6. If RabbitMQ is installed in a clustered installation: repeat step 3-5 on all RabbitMQ additional
nodes in the cluster.
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6.2. Change the Base Directory for RabbitMQ:
The base directory for RabbitMQ must be changed before the installation of the RabbitMQ Server.

RabbitMQ does not support UNC paths for users, that is roaming profiles.

This section describes how to change the base directory so it can be accessed by any Windows user
logged in on the node. By default, the base directory for the RabbitMQ server database and log files is
located in the user directory that belongs to the user who installed RabbitMQ (that is, C:\Users
\<username>\AppData\Roaming\RabbitMQ).

1. In Windows Control Panel, select System and Security » System » Advanced system settings.

2. Click Environment Variables.

3. Inthe System variables section, click New.

4. Setthe following system environment variable:

» Variable name: RABBITMQ_BASE
» Variable value: %PROGRAMDATA%\RabbitMQ

_ . ’

User variables for Administrator
R s Variable Value
Computer Name  Hardwarei_Advanced  Remote - -
——————— Path CA\Users\Administrator\AppData\Local\Microsoft\WindowsApps;
You must be logged on as an Administrator to make most of these changes TEMP Ci\Users\Administrater\AppData\Local\Temp
Performance TMP ChUsers\Administrator\AppData‘Local\ Temp
Visual effects, processor scheduling, memary usage. and virtual memory
Edit System Variable X
Settings...
/T m e —————————————————— - \
e T
User Profes i Variable name: [ RaBBITMO_BASE i |
" : |
Desktop settings related to your sign+n : Variable value: 5.PROGRAMDATA\RabbitMQ ! ‘
Settings Systemvarigbles T TT-TTTTTToTomTmoooooTTooooT e T ’
Browse Directory... Browse File... Cancel
Variabl
Startup and Recovery aname
System startup, system failure, and debugging information PROCESSOR_LEVEL &
PROCESSOR_REVISION 5e03
Seitnge PSMadulePath FProgramFiles¥a\ WindowsPowerShell\Modules; G\ Windows\syste..,
RABBITMC_BASE %PROGRAMDATAY\RabbithM(
pmmm————————— \ TEMP CAWindows\TEMP
\| Envirenment Vaniables. . || T™P CAWindows\TEMP
USERNAME SYSTEM h
0K Cancel L > New... Edit... Delete
_ = S

5. Click OK.

6. If RabbitMQ is installed in a clustered installation: repeat step 1-5 on all additional nodes in the
cluster.
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6.3. Install RabbitMQ Server:

1. When the base directory for RabbitMQ has been changed, download the RabbitMQ Server

installer file.
> https://www.rabbitmg.com/

2. Right-click the RabbitMQ Server installation file and select Run as administrator.

3. Click Next and then Install.

RabbitMC Server 3.11.16 Setup — e
Choose Components Choose Install Location
Choose which features of RabbitMQ Server 311,16 you want to install, Choose the folder in which to install RabbitMQ Server 3.11.18.
Check the components you want to install and uncheck the components you don't want to Setup wil install RabbitMQ Server 3.11.16in the following folder. To install in a different
install. Click MNext to continue. folder, dick Browse and select another folder. Click Install to start the installation.

Select components to install: RabbitMQ Server (required)
RabbitMQ Service

Start Menu Shortcuts
Destination Folder

C:\Program Files\RabbitMQ Server Browse...
Description

Space reguired: 42.0 MB Space required: 42.0 MB
Space available: 60.6 GB

I8
| Mext > } Cancel <Back | Install | Cancel
—

During the installation, you might be asked by the firewall about the Erlang/OTP files epmd.exe and
erl.exe can access to network. Allow these applications to run.

4. When the installation is completed, click Next and then Finish.
RabbitMQ Server 3.11.16 Setup —

Installation Complete

Setup was completed successfully. Completing RabbitMQ Server

3.11.16 Setup

RabbitMQ Server 3,11, 16 has been installed on your
computer,

Completed

Create shorteut: C:\Users\Administrator\AppData'\Roaming\Microsoft\Windows\Start... » Click Finish to close Setup.

Create shortcut: C:\Users\Administrator\AppData‘\Roaming\Microsoft\Windows\Start. ..
Create shortout: C:\Users\Administrator \AppData‘Roaming\Microsoft\Windows\Start. .
Create shortout: C:\Users\Administrator\AppData‘Roaming\Microsoft\Windows\Start. .
Create shortcut: C:\Users\Administrator\AppData\Roaming \Microsoft\Windows\Start. ..
Create shortcut: C:\Users\Administrator\AppData\Roaming \Microsoft\Windows\Start. ..
Qutput folder: C:\Program Files\RabbitMQ Server\rabbitmg_server-3.11. 16'sbin

Create shortcut: C:\Users\Administrator\AppData‘\Roaming\Microsoft\Windows\Start. ..
Output folder: C:\Program Files\RabbitMQ Server

Completed v

Start RabbitM service

| ——— ) - — -
1 Mext> ) Cancel < Back Cancel
=

5. If RabbitMQ is installed in a clustered installation: repeat step 1-4 on all additional nodes in the
cluster.

30 May 2024 20/7 Ofelia 2.2 -RI1C


https://www.rabbitmq.com/

INSTALLATION GUIDE ascom
Ofelia

6.4. Configure RabbitMQ Server:
6.4.1.For single node & clustered installation - Copy Erlang Cookie:

1. Log on to the server with the Windows user account that should be used for RabbitMQ installation.

2. With Windows explorer, go to < %WINDIR%\System32\config\systemprofile\ > and copy the
<.erlang.cookie> file to < %HOMEDRIVE%%HOMEPATH%\ >.

file

v A l This PC Local Disk (C:) Windows > System32 > config systemprofile

MName

. AppData
B This PC I .erlang.cookie

W Network

# Quick access

2items |
l Adrministrator
<« v 4 B > ThisPC > Local Disl e Administrator
MName T Yate n Type
o Quick access S Pictures /11,2029 0 File folder
aved Games File folder
3 2 19:21 File folder
W Network fideos 219:21 File folder
I .erlang.cookie COOKIE File 1KB
B NTUSER.DAT 6:40 DAT File 1024 KB

B8 This PC

15items | 1item selected 20 bytes |

services. This may be another account than the one used to configure the server. Usually in

O Also make sure that <.erlang.cookie> file is copied to the service account running the Ofelia
C:\Users\<user>

3. Important: Restart the server (Or just restart RabbitMQ Windows service)

4. Click the Windows Start button, type “RabbitMQ Command Prompt”, and click Enter.
» The RabbitMQ Command Prompt window appears.

5. Reset RabbitMQ by typing successively the following commands:
rabbitmqctl stop_app && rabbitmqctl reset && rabbitmqctl start_app

B Administrator: RabbitMC Coemmand Prompt (shin dir) — O b

6. If RabbitMQ is installed in a clustered installation: repeat step 1-3 (but not step 4 and 5) for all

additional nodes, using the <.erlang.cookie> of the first node (as configured in step 2).
» The same <.erlang.cookie> must be used / copied on all nodes

30 May 2024 217 Ofelia 2.2 -RI1C



INSTALLATION GUIDE ascom
Ofelia

6.4.2. For single node & clustered installation - Enable the RabbitMQ Management GUI:
The RabbitMQ Management GUI is used for the management of RabbitMQ nodes from a web browser. The
Ofelia Server monitors the RabbitMQ nodes through the RabbitMQ HTTP API, which requires that the
RabbitMQ Management GUI is enabled. If the RabbitMQ Management GUI is not enabled, the monitoring
will not work.

1. Log on to the server with the Windows user account that should be used for RabbitMQ installation.

2. Click the Windows Start button, type “RabbitMQ Command Prompt”, and click Enter.
» The RabbitMQ Command Prompt window appears.

3. Enable the RabbitMQ web page GUI by typing:
rabbitmqg-plugins enable rabbitmqg_management

ES Administrator: RabbitMQ Command Prompt (shin dir) — O x

-3.11.16\sbin>rabbitmg-plugins enable rabbitmg_management

‘\rabbitmg_s -3.11.16\sbin>,

4. Open the RabbitMQ web page by visiting http://localhost: 15672

5. Check by log-on with the default RabbitMQ user (localhost connection only): guest / guest

im] RabbitMQ Management

= (@ localhost15672

B2 Import favorites RabbitMQ Manage...

lRabbit

Username: |guest

Password: | **""*

(]

&

6. If RabbitMQ is installed in a clustered installation: repeat steps 1-5 for any additional nodes.
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6.4.3. Optional — Create a specific RabbitMQ vHost for Ofelia:
This section describes how to create a new vHost from RabbitMQ Command Prompt.

For small footprint installations where Ofelia is installed on the same machine as RabbitMQ (single node),
Ofelia will try to create the virtual host to be used if it does not already exist, using the RabbitMQ "guest"
account.
= For the vast majority of installations with a small footprint (single node), this step will not be
necessary, as Ofelia will perform it automatically during the first start.

For installations where Ofelia is not installed on the same machine as RabbitMQ or in clustered
installation, the RabbitMQ "guest" account cannot be used (as it can only be used as localhost). It will then
be necessary to configure Ofelia with a RabbitMQ account that has sufficient rights to create the virtual
host.

Refer to chapter: Only for clustered installation — Create a RabbitMQ User

Only if the automatic creation of the virtual host at the start of Ofelia is not possible due to the
RabbitMQ account used, it is still possible to create the virtual host manually from the command prompt:

1. Log on to the server with the Windows user account that should be used for RabbitMQ installation.

2. Click the Windows Start button, type “RabbitMQ Command Prompt”, and click Enter.
» The RabbitMQ Command Prompt window appears.

3. Create a new vHost, for example <Ofelia>, by typing:
rabbitmqctl add_vhost Ofelia

4. Give the default user RabbitMQ permission to access the created virtual host, by typing:
rabbitmqctl set_permissions -p Ofelia guest ".*" " *" " *"

It is strongly recommended that the name of the vHost does not contain any spaces or special
characters.

EX Administrator: RabbitMQ Command Prompt (sbin dir) — O *

r-3.11.164sbin>,
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6.4.4. Only for clustered installation — Define rabbitmgq.conf file:

O The following actions must be performed on each RabbitMQ node in the cluster.

1. With Windows explorer, open %RABBITMQ_BASE% folder
» Where you have already a file called <advanced.config> present.
B E B - RabbitmMa

File Home Share View

« v l This PC Local Disk (C:) ProgramData RabbitMC

MName h Date medified
# Quick access

B Thi

r 3D Objects B advanced.config ! 023 9 CONFIG File

E Documents
Downloads
Music

B Pictures

= Local Disk (C:)

" Network

2. Create a new file called <rabbitmg.conf>

3. Edit this file with a text editor, and insert the following line to disable minority nodes:
cluster_partition_handling = pause_minority

B B- 1Q
File Home Share View
<« ¥ P . This PC Local Disk (C:) ProgramData RabbithMC

MName e .
-\ @A _| rabbitmg.conf - Notepad

| KU File Edit Format View Help
B advanced.config -
I rabbitmg.conf

E Documents
Downloads
Music

B Pictures

& Videos

#= Local Disk (C:)

!“ MNetwork

4items | 1item selected 43 bytes Windows (CF Ln1,Col1  100%
4. Save modifications and close the text editor.
5. Important: Restart. (Or just restart RabbitMQ Windows service)

6. Repeat step 1-5 on all additional nodes in the cluster.
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6.4.5. Only for clustered installation — Create a RabbitMQ User:
This section describes how to create a RabbitMQ user from RabbitMQ Command Prompt.

O If RabbitMQ is installed in a clustered installation, perform the following actions only on the first
node of the cluster (usually used as ‘start node’ for cluster configuration)

1. Log on to the server with the Windows user account that should be used for RabbitMQ installation.

2. Click the Windows Start button, type “RabbitMQ Command Prompt”, and click Enter.
» The RabbitMQ Command Prompt window appears.

3. Create a new user by typing, for example:
rabbitmqctl add_user OfeliaSystemUser OfeliaSystemPassword

4. Give the user administration privileges by typing to user created in step 3, for example:
rabbitmqctl set_user_tags OfeliaSystemUser administrator

5. Give the user permission to the virtual host configured in RabbitMQ:
If the default RabbitMQ virtual host “/” should be used, by typing:
rabbitmqctl set_permissions -p / OfeliaSystemUser " *" " *" " *"

If a specific virtual host should be used, as for example <OfeliaHA>, by typing:
rabbitmqctl set_permissions -p Ofelia OfeliaSystemUser " *" " *" " *"

Bl Administrator: RabbitMQ Command Prompt (shin dir) — O b

6. Take a note of the virtual host, username, and password, as they will be used later during the
configuration of Ofelia software.
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6.4.6. Only for clustered installation — Setup other RabbitMQ nodes to join the cluster:

This section describes how to ask each of the additional RabbitMQ nodes to join the cluster.
To do this, ask each of the other nodes to join the first node prepared.

Before performing the following actions (only on additional nodes) ensure that:

1- Required IP ports are open for communication in the firewall (on each RabbitMQ servers’ nodes)

e TCP 4369 Erlang EPDM daemon

e TCP 6000 to 6500 RabbitMQ Stream replication

e TCP 25672 Erlang distribution server port

e TCP 35672 to 35682 Erlang distribution client ports

e TCP15672 RabbitMQ WEB Plugin Management

2- For each node (the 1st node configured, like the additional):
e Be able to resolve their host name with each other.
e  Communicate over TCP/IP...
e Have the above-mentioned ports opened in the firewall.
e That the same erlang cookie file has been used on all machines.

3- The target node for joining the cluster is running (usually the 1st node).

If one of these points is not checked and validated upstream, the following error may appear:

BE Select Administrator: RabbitMQ Cemmand Prompt (sbin dir)

rabbitmgctl reset

bbitmgetl join_cluster rabbitgx

cs information and su

Target node is unreachable (e.g. due to hostname resolution, TCP connection or firewall issues)
CLI tool fails to authenticate with the server (e.g. due to CLI tool's Erlang cookie not matching that of the server)

rabbitmg.com/documentation.html to learn more

t forget to use --longnames with CLI t

ed to contact: ['rabbit

1: timeout (timed out)
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How to join a cluster:

O Ensure the first node of the cluster is correctly started, then that will join the first node in the

cluster

1. Log on to each server with the Windows user account that should be used for RabbitMQ

installation.

2. Click the Windows Start button, type “RabbitMQ Command Prompt”, and click Enter.
» The RabbitMQ Command Prompt window appears.

3. Join the cluster a new user by typing successively the following commands:
rabbitmqctl stop_app && rabbitmqctl reset
rabbitmqctl join_cluster rabbit@<1%t node’s name>

rabbitmqctl start_app

EX Administrator: RabbitMQ Command Proempt (sbin dir)

In the example below:
rabbitmqctl join_cluster rabbit@OfeliaHA-SVR1
where <OfeliaHA-SVR1> is the 1t node’s hostname.

n>rabbitmgctl stop_app && rabbitmgctl res

D RabbitMQ Management
<~ O (@ localhos

P2 Import favorites RabbitMQ Manage...

bbitmgetl join_cluster rab

pbitmgctl start

Refreshed 2023-05-24 14:44:31 | Refresh every 5 seco

E Ra b b |t RabbitMQ 3.11.16  Erlang 25.3.2 Virtual hDStE
Cluster rabbit@OfeliaH/
Overview Connections Channels Exchanges Queues Admin User guest u
Overview
Totals

Queued messages last minute ?
Currently idle
Message rates last minute ?

Currently idle

Global counts ?

Nodes
Name File descriptors ? Socket descriptors ? | Erlang processes Memory ?
280 403 69 MiB
mbbit@ofdiaHAfSVRZ ""‘278 b _ 3-9=5= b = -62- T“III;1 -
s 7 396 N

Disk space Uptime Info Reset stats +/-

1d 22h basic disc 1 rss
1d 22h basic disc 1 rss
2h 56m | ‘basic disc 1 rss
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How to remove a node from the running cluster:

In case of error, maintenance, migration, etc... you may need remove a node from a cluster (e.g. a node that
is no longer relevant to keep) from a node still present in the cluster.

On another node than the one to be deleted, being still active in the cluster:
1. Log on to a server with the Windows user account that should be used for RabbitMQ installation.

2. Click the Windows Start button, type “RabbitMQ Command Prompt”, and click Enter.
» The RabbitMQ Command Prompt window appears.

3. Stop the node need to be removed by typing:
rabbitmqctl -n rabbit@<node’s hame needs to be removed> stop_app

In the example below:
rabbitmqctl -n rabbit@OfeliaHA-SVR3 stop_app
where <OfeliaHA-SVR3> is the node’s hostname need to be removed from the cluster.

BN Administrator: RabbitMQ Command Prompt (sbin dir)

At this point, by connecting to RabbitMQ web page you can check that the node is not running anymore:

hhii KEITESNen £U.23-Ud-24 14:UY1 90| Kemesn every
HJ R dl b\ | RabbitMQ 3.11.16  Erlang 25.3.2 Virtual

Cluster rabbit@C
Overview

Totals

Queued messages last minute ?
Currently idle

Message rates last minute ?
Currently idle

Global counts ?

Nodes
Name File descriptors ? Socket descriptors ?  Erlang processes Memory ? Disk space Uptime Info Reset stats +/-
rabbit@OfeliaHA-SVR1 280 0 403 67 MiB 35 G 1d21h  basic disc 1 rss
rabbit@OfeliaHA-SVR2 276 0 394 61 MiB 35 GiB 1d21h | basic disc 1 irss (DTS CIERTS

4. Now, it is possible to remove the desired node by typing:
rabbitmqctl forget_cluster_node rabbit@<node’s hame needs to be deleted>

In the example below:
rabbitmqctl forget_cluster_node rabbit@OfeliaHA-SVR3
where <OfeliaHA-SVR3> is the node’s hostname need to be removed from the cluster.
B Administrator: RabbithQ Command Prompt (sbin dir)

rabbitmgctl -n

By connecting to RabbitMQ web page you can check that the node is removed from the cluster:

Nodes
Name File descriptors ? Socket descriptors ? | Erlang processes Memory ? Disk space Uptime Info Reset stats +/-
rabbit@OfeliaHA-SVR1 280 0 68 MiB 35 GiB 1d21h | basic disc 1 rss
rabbit@0feliaHA-SVR2 276 0 61 MiB 35 GiB 1d21h | [basic (dise 1 [rss
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6.4.7.0nly for clustered installation — Check RabbitMQ configuration

This section describes how to check if the specific RabbitMQ’s configuration file created is correctly loaded

and if RabbitMQ cluster is running with the specific parameter.
(See chapter 6.4.4 Only for clustered RabbitMQ installation — Define rabbitmq.conf file)

The following verification must be performed on each RabbitMQ node in the cluster.

Check if the <rabbitmq.conf> file is correctly loaded.

By connecting to RabbitMQ web page you can check, by clicking on each node’s name, that the nodes
have successfully loaded the <rabbitmg.conf> config file:

. Refi
ERa bblt RabbitMQ 3.11.16  Erlang 25.3.2
m Connections Channels Exchanges Queues Admin
(q? _______________________________________________________ \
. - |
r
Overview ! HJRa bb|t RabbitMQ 3.11.16  Erlang 25.3.2 }
« Totals '
] |
[ |
Queued messages last mlnute: 1‘ Channels Exchanges Queues Admin J
] |
|
Currently idle 1 ; }
| . .
Message rates SRR B | Node rabbit@OfeliaHA-SVR1 |
H ‘ v Overview }
Currently idle [ .
; Uptime | 1d 22h ‘
Global counts ? H ‘ ‘
F— Type | pisc ‘
__________________ |
i : - ¢:/ProgramData/RabbitMQ/advanced.configc: /ProgramData/RabbitMQ/rabbitmg.conf
Connections: 0 » Config file :' : :
! } Database directory | c:/ProgranData/RabbithQ/db/rabbit@0feliahA-SVRI-mnesia ‘
|
panodes 4 \ Log files | <stdout> |
[ | c:/ProgramData/RabbitMQ/log/rabbit@0feliaHA-SVR1.log |
File dy c:/ProgramData/RabbitMQ/log/ rabbit@0feliaHA-SVR1_upgrade.log |
| |
| I
.~ 59 L. |
N + Process statistics ‘
~
e
65536 available 58893 available 1048576 available 3.2 GiB high watermark | 48 MiB low watermark
rabblt@OfellaHA SVR3 ' 283 0 396 69 MiB 61 GiB 3h 18m basic disc
------------- < 65536 available 58893 available 1048576 available 3.2 GiB hiah watermark | 48 MiB low watermark
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Check if the cluster run with the parameter <cluster_partition_handling = pause_minority>.

1. Log on to each server with the Windows user account that should be used for RabbitMQ
installation.

2. Click the Windows Start button, type “RabbitMQ Command Prompt”, and click Enter.
» The RabbitMQ Command Prompt window appears.

3. Run the following commands:
rabbitmqctl eval application:get_all_env(rabbit). (with the ‘.’ At the end)

4. Check for a line that look like: {cluster_partition_handling,pause_minority},

Bl Administrator: RabbithAQ Command Prompt (shin dir)

bbitmgctl eval application:get_all abbit).

11-plugi
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7. Enable Voice synthesis capabilities (Only Windows® platforms):

To generate text-to-speech messages, Ofelia uses the SAPI5 voices present in Windows editions.

7.1. Windows Audio service:
The first thing to check is that the Windows Audio service is configured to start automatically and is
running.
By default, when Windows is installed on VMs (e.g. Windows® Server editions) this service is not configured
in automatic start-up mode. You need to change this.
L Services
File Action View Help
e | FEBa HE > w8 0w

. Services (Local)

Windows Audio MName Description Status Startup Type Log On As

J.'\I)-WaerITS\rc Provides a JIT out of process service for ... Manual (Trigger 5t..  Local Service
Start the service

This service is used by Web Account Ma...  Running Manual Local Syste...

Manages audic for Windows-based pro... Manual Local Service

G

Description: ;
J.;')_-Windows Biometric Service The Windows biometric service gives ch,.” Manual (Trigger 5t...  Local Syste...

Manages audio for Windows-based
programs. If this service is stopped,
audio devices and effects will not
function properly. If this service is
disabled, any services that explicithy
depend on it will fail to start

indows Audic Endpeint Builder Manages audic devices for the Window... Rupaiﬁg Manual Local Syste...

indows Camera Frame Server Enables multiple clients to access video . Manual (Trigger 5t...  Local Service
L Windows Connection Manager Makes automatic connect/disconnect d...  Running Automatic (Trigger... Local Service
~£\) indows Defender Advanced Threa.. Windows Defender Advanced Threat Pr.., Manual Local Syste..
J.'\')_;Windows Defender Antivirus Metwo... Helps guard against intrusion attempts t... Manual Local Service

To change this, right-click on the "Windows Audio" service then "Properties":
e Change the 'Startup type' to 'Automatic’.
e Click on 'Start’ button.
e Then click on 'OK' to save changes.

Windows Audio Properties (Local Computer) *

General  LogOn  Recovery Dependencies

Service name: Audiosrv

Display name: Windows Audio

2 e e g S Description: Manages :tLIdiD fsr‘."a'ig_do;vs-based %me%rags. I_f"thiost ~
- - service is stopped, audio devices and effects will n
- nows uo E Start ; Frimrtinn rennarhs Fthic camdira ie dieshlad amr h
.":) ?n ows .u e r Stop ‘ Path to executable:
-.,;_‘;Wmdows Biometri | C:\Windows' System32\evchost .exe 4 Local Service Network Restricted -p
Sh Windows Camera | Pause
£, Windows Connect Resume | Startup type: R 4 futomatic i
Q;Windows Defender Restart ) ///
. -
55 Windows Defender T | i ;
o asks > - /
':\I’.}EW'"':'DWS Defender !~ 7Service status: / Stopped
) Windows Defender Refresh +7
Q;Windows Encryptic ’,,’ | Start Stop Pause Resume
- Properties N
O
»..f_‘;Wlndows Error Rer You can spec'rf)'}he start parameters that apply when you start the service
£k Windows Event Ca Help | from here. AN
A - \
Start parameters: 1\\
\
\
P
Corca | [ oy
Excepted result:
L Services
File Action View Help
e @Bz HE >»8nn
. Services (Local)
Windows Audio Mame Description Status Startup Type Log On As
Q;WaerITS\rc Provides a JIT out of process service for ... Manual (Trigger St.. Local Service
Stop the service . L .
Rectart the service Web Account Manager This service is used by Web Account Ma... _Running _ _ Manual _ _ _ _ _ _ _ Local Syste...
indows Audio Manages audio for Windows-based pr Automatic Local Service
& Windows Audio Endpoint Builder Manages audio devices for the Window... Running ~~ Manual =~~~ 7~ ~ Local Syste...
Necrrintinn: A e e - - . o -~ e
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7.2. Voice package installed on Windows:

To ensure that the audio messages generated are in the correct language, you need to install the Windows
language package corresponding to the desired language.

capabilities may differ from one Windows edition to another. Please refer to the Microsoft

Q The method of adding Windows language packs and voice packages for text-to-speech
documentation for your edition of Windows®.

Choose a language to install

(Baniall dupymll Sl el g
Ar. A )

FHLA
Text-to-speech available

English (United States; FHOL &

Lakﬁcl'ivap\ (Milahanska Thamakhothe)

Lakot

ol (Estados Unidos)

Install language features

Install language pack and set as my Windows display
language

install.

Speech (109 MB)

Handwriting (5 MB})

Windows® Server 2019 example
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8. Install Smartinspect Redistributable Console:

Smartinspect is a tool to exploit Ofelia system logs.
It will be very useful for your Ofelia configuration sessions, for real-time troubleshooting during your
deployments, as well as for any ticket opening in case of problem on the software.

It is not a mandatory component for Ofelia, but it is strongly recommended to install it!
Smartinspect will only be usefull on servers where Ofelia application will be installed.
@ If Ofelia should be installed on multiple Windows Servers for scalability and high availability
purposes, “Smartinspect” can be installed on each Ofelia Windows Server.
At the very least, the one on which you would like to carry out troobleshooting at a given time.
However, please note that this component is not required on servers running only Erlang OTP & RabbitMQ

applications.

1. From Erlang website, download the Smartinspect “Redistributable Console” installation file.
» https://code-partners.com/offerings/smartinspect/releases/

i) Smartinspect Version History—C x -+
& G 6] code-partners.com

a3 Import favorites RabbitMQ Manage...

<> EEIIR:’I'FNERS Development ~ DevOps

Smartlnspect

Version History

Smartlnspect 3.4.1 Release
Changelog:

« BUG: Fix layout issues when running Builder in scaled environment
+ BUG: Fix issues in Builder when protocols other than File or Text

» Enhancement: Add TPointF and TRectF support to FMX lib

Downloads

+ Smartinspect Full Setup : sipro-3.4.1.5.exe

_______________________

» Smartinspect Receiver : sireceiver-3.4.1.5.exe

2. Right-click the Smartinspect installation file and select Run as administrator.
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3. Read through the license agreement, select the | accept the agreement checkbox and click Next.

B Setup - Smartinspect Redistributable Console 3.4.1.5 - X

License Agreement
Flease read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Smartinspect License Terms and Conditions

~

Please read the following provisions carefully.

1. Subject-matter of the conditions

These license terms and conditions of Gurock Software GmbH -
hereinafter referred to as Gurock - shall govern the transfer and use

of Smartinspect - hereinafter referred to as licensed programs. v

(®) I accept the agreement €= = — — —
(D1 do not accept the agreement

In each page of the installer, leave all options by default, simply click on Next, then on Install

E Setup - SmartInspect Redistributable Console 3.4.1.5 - x
Select Destination Location
Where should SmartInspect Redistributable Conscle be installed?
Setup will install SmartInspect Redistributable Console into the following
folder.
To continue, dick Next. If you would like to select a different folder, dick Browse.
Browse...
Atleast 27,4 MB of free disk space is required.
Cancel

E’ Setup - SmartInspect Redistributable Console 3.4.1.5

Ready to Install
Setup is now ready to begin instaling SmartInspect Redistributable Console on

your computer.

Click Install to continue with the installation, or dick Back if you want to review ar
change any settings.

Destination location:
C:\Program Files (x86)\Code Partners\Smartinspect Redistributable Console

Start Menu folder:
Code Partners\Smartinspect Redistributable Consale

Additional tasks:
Additional icons:
Create a Desktop icon
Create a Quick Launch icon

Back : Install ! Cancel
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5. Once the installation is complete, click on Finish.
E Setup - Smartinspect Redistributable Conscle 3.4.1.5 -

Completing the SmartInspect
Redistributable Console Setup
Wizard

Setup has finished instaling Smartinspect Redistributable
Console on your computer. The application may be launched
by selecting the installed shortouts.

Click Finish to exit Setup.
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9. Ofelia Setup Program:

The database is created:

Ofelia's installation program does not create the database on the SQL server.

Automatically when Ofelia is first launched.
Or beforehand by the customer's IT department.

1. Right-click on the setup file an select “Run as administrator”.

2. Read through the end user license agreement, check the box to agree to the license terms and
conditions, then click on Install button.

™) Ofelia_2.0.0.6001 Setup - %

(‘ Ofelia_2.0.0.6001

END USER LICENSE AGREEMENT

IMPORTANT - PLEASE READ THIS END USER LICEMSE AGREEMEMT (THE “AGREEMENT")
CAREFULLY BEFORE ATTEMFTING TO DOWNLOAD OR USE ANY SOFTWARE,

NOCUMFNTATION OR OTHFR MATFRIAI S MADF AVAI ARI F THROUGH THIS WFR sF Y

= = =D [41 agree to the license terms and conditions

N
[ L )

Close

3. Click Next, adjust Ofelia installation directory, if necessary, then click Next again.

9.1. Ofelia installation directory:

Adjust Ofelia installation directory, if necessary, then click Next again.

# Ofelia Setup = % 1 Ofelia Setup

- x
Destination Folder
ascom Welcome to the Ofelia Setup Wizard Click Mext to install to the default folder or dick Change to asco m

Install Ofelia to:

The Setup Wizard will install Ofelia on your computer. Click

Next to continue or Cancel to exit the Setup Wizard,. @ @— o C - - - = - s s e T T T = \

: |C: ‘Program Files\Appliware',

Change...
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9.2. Configure the SQL Server connection:
of Connect to Server s |
SQL Server
1 ofelia - b4 Q

Ofelia Properties Server type: Database Engine o
Advanced settings for Ofelia » |

____________________________ ————-—" =~ 7 Authentication: ~
SQL Server Instance | \SCLEXPRESS| ~ |:

Database IOFELIA )

(O Trusted (Windows Authentication)

(@) 50L Authentication

SQL User )

Server language

Configure Modulekey
Configure Rabbit MQ

Configure Metwork

Back | MNext | Cancel

Legin: |sa w |

Password:

@ Remember password

Optians >

1. To be sure of what you need to enter as the SQL server instance name in the Ofelia installation
program, you can take the example of the "Server Name" used in Microsoft's SQL Server
Management Studio Management Studio tool to connect to the SQL server instance.

2. Adjust, if necessary, the database name to be used.

3. Then select the authentication mode on SQL Server instance.

@ For more details, refer to chapter Ofelia SQL connection configuration possibilities

9.3. Select the appropriate server language.

1 ofelia

Ofelia Properties
Advanced settings for Ofelia

- X

ascom

SQL Server Instance | .\SQLEXPRE55|
Database IOFELIA

(O Trusted (Windows Authentication)

(®) 5QL Authentication

SOL User ISa
|
-
\ 4

SOL Password
Server language System
Configure ModuleKey
Configure Rabbit MQ

Configure Metwork

0

Back | MNext | Cancel

WARNING: This parameter is important because it defines the language in which all variables,
default messages and event names will be automatically created when Ofelia is first launched.
Once the database has been initialized when Ofelia is first launched, all default texts will have to

be translated manually....
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9.4. Configure the parameters related to the "Elise3 Module Key" licensing method:
By checking the "Configure Module Key" box, an additional page will be added to the installation process.

Module key configuration is required when the Ofelia license is based on an Elise 3 card key module.

= When the Ofelia license is based on an environment code, it is not necessary to fill in this
section (it is not necessary to check this box).

Note:
Virtual Module Key of vNISM and UnitePS are not supported.

1 ofelia - =
Ofelia Properties
Advanced settings for Ofelia asco m
5QL Server Instance | \SQLEXPRESS| v |
Database W ‘ﬁ Ofelia - x
(O Trusted (Windows Authentication) - Module Key security

®50 et T ascom
SQL User T \‘

SQL Password Login famn
Server language System Password i i
(e - oo ‘
Configure Rabbit MQ :/;o_clL]eT(;y _____________ it
Configure Network :
| 0123458 |192.168.0.580|
|
= i | |
| ® Use Http
! O Use Https

This page lets you define:
e The WEB login of the Elise3 module on which the license is to be checked.
e The module key(s) and their corresponding IP addresses.

e The WEB method of the Elise3 module for checking the module Key (same as for accessing the Elise 3
module WEB page - default http).
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9.5. Configure RabbitMQ Connection settings:
By checking the "Configure RabbitMQ" box, an additional page will be added to the installation process.

= For small footprint installations, where RabbitMQ is often installed on the same machine as
Ofelia, it is not necessary to tick this box. The settings can be left as default.

RabbitMQ configuration is required when:
e RabbitMQ is not installed on the same machine as Ofelia.
e RabbitMQ has been configured to use a port other than its default port (TCP 5672)
e RabbitMQ must use a different Virtual Host than the default (/)
e RabbitMQ must use a different login than the default one (guest/guest)

Clustered installations of RabbitMQ (infrastructure with HA) are therefore inevitably concerned, as there will
be several nodes to declare, and a user account other than the default one (the guest account can only be
used on localhost...).

1 Ofelia - X 4 ofela - X
Ofelia Properties Rabbit MQ Settings
Advanced settings for Ofelia as‘ 0 m
SQL Server Instance | | \SQLEXPRESS] v| : Address localhost
[}
Database (OFELIA ¥ Part 5572
-7
(O Trusted (Windows Authentication) - - : Virtual host /
-
1
(®) SQL Authentication 1 Login quest
[}
5GL User = J\ v : Password
Server language -7
Systeri _- - ~
-
Configure Modulekey -
P -
|2 Confiqure Rabbit MQ |
N e == - ’
Configure Network

e Hostname: enter the hostname (FQDN) used for communication with the RabbitMQ Server(s):
=  When installing as single node, with Ofelia installed on the same machine,
it is possible to enter < localhost > as hostname.
= Wheninstalling in a cluster, enter the hostnames of all RabbitMQ nodes in this box.
Separate the names with a comma, such as < Nodel,Node2,Node3 >, and so on.
RabbitMQ service must be installed and running on at least one node for this installation step to pass.
e Port: enter the port for communicating with the RabbitMQ servers (default: 5672).

e Virtual host: enter the virtual host that Ofelia should use. If it does not exist, Ofelia will try to create it.

e Login & Password: Enter the username and password to access the RabbitMQ servers.
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9.6. Defining access to Ofelia (Http or Https connection):
By checking the "Configure Network" box, an additional page will be added to the installation process.

9.6.1. Http connection:

To use Http connection, simply enter the port to be used to connect to Ofelia (WEB connection, OfeliaBrowser
and OfeliaSmart).
ﬁ Ofelia - X

Metwork Settings
Http/Https configuration ascom

(®) Use Hitp

O Use Https

~
: Validate | Back Mext Cancel

______

Make sure the port is free by clicking on “Validate” button:
e If no message appears, the configured port appears to be free, and the installation can continue.
e If an error message appear is that the port is already being used by another process and is not free
for Ofelia.

ﬁ Network configuration could not be applied x

Reguested TCP portis already used by another process.
System

9.6.2. Https connection:
To be able to activate the Https connection you must have a certificate signed by a trusted authority.

17 Ofelia - X Ofelia - X
Ofelia Properties Network Settings
Advanced settings for Ofelia asco m Http/Https configuration asco m
SQL Server Instance | \SQLEXPRESS| O UseHitp
Database OFELIA Http Portl_ "IBD
|
() Trusted (Windows Authentication) - ¥ (®) Use Https - L Allow Http for local host
S~o [ttt
(®) 50L Authentication S5L Port S~ao *: 443 : o~
1 ! |
SQL User = Host Name 1 [ofelia I J
\ i z y
SQL Password (®) Use existing certificate v
Server language sy
s System - (O Create new self-signed certificate ~~
Configure Moduleke prae —— \
= ? Y - Path to PFX : |c: \ProgramData\Ofelia\UNITEPS. pfx :
Configure Rabbit MQ e ! !
mm————————— -’ Pfx file password '\ || sesneee | ’I

N
e g v ) e e T ekt el

In this example, two types of connection are allowed:
e http (port 80) from the Ofelia server itself. (localhost)
e in https (port 443) from any other machine.

[}
\

“Path to PFX”: Defines the path where is stored the pfx file.
“PFX file password”: Defines the password for the certificate.

The connection method can also be adjusted after installation, refer to chapter “Appendix A —
Change the WEB connection method to Ofelia after installation” further in this document.
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10.0Ofelia SQL connection configuration possibilities:

The database access strategy can be modified according to the needs of the solution architecture,
according to your preferences, ....

Three solutions are possible, through:
e Using default Local System account (Only when MSSQL is installed on the same machine)
e Using a specific Windows account (Strongly recommended solution for security reasons)
e Using a built-in MS-SQL account.

1 Ofelia - X
Ofelia Properties
Advanced settings for Ofelia asco m
SQL Server Instance | \SQLEXPRESS V|
Database IOFELIA
2= N
| (® Trusted (Windows Authentication) 1
(C)SQL Authentication
Server language System o
Configure ModuleKey
Configure Rabbit MQ
Configure Network

Configuration example in Ofelia installation program with a Windows account (Local System or specific)

12 Ofelia - *
Ofelia Properties
Advanced settings for Ofelia asco m
SQL Server Instance | \SQLEXPRESS|

Database IOFELIA

() Trusted (Windows Authentication)

: (®) 50L Authentication

| SQL User
|
| S0L Password || sssssanses |

Server language System

\
|
|
Isa "
|
)

Configure Modulekey
Configure Rabbit MQ

Configure Netwark

Configuration example in Ofelia installation program with a built-in MS-SQL account.
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10.1. Using default Local System account (Recommended for Small footprint installation):

This configuration involves two parts:

e The first step is to add MS SQL rights to the Windows System Local account.

e The second is to configure Ofelia service to use this Windows account. (See example chapter 10.1
Adaptation of the SQL database access method)

By default, Ofelia runs as a Windows service, using the “System Local” account.

5 Services Ofelia Service Properties (Local Computer) X
. ; ——
File Action View Help General \L-Ugo_ﬂ )Heco\rer\.I Dependencies
€> @ EcE Em > 80w oo
“ Services (Local) . Services (Local) (@Aocal System account
Ofelia Service Mame -~ D I, [] Allow service to interact with desktop
) Ofelia Service ' IO This account: Browse...
;tcgthehsemce. y Start b II
estart the service
Q;OpenSSH Authe | Stop 1Y)
Lk 0Optimize drives. N pajce )
Description: €% paymentsand bV /,
Ofelia main service q v \Resume /
& Perfformance Co Nestart ;"
5 esta
& Perfformance Lo \ .
C).Phone Service AllNTasks !
Q;Plug and Play Ref\\h /l 1
Q;Portable Device re{ L 1
5 —_———— N -
&hPower \ Properties ",-
<k Print Spooler
] P
i . Help
5. Printer Extensior
Corce | [

In this case, it is necessary to add "sysadmin" rights on the SQL server for the System Local account
before Ofelia is startup for the first time (“‘NT AUTHORITY\SYSTEM’).

l_g; Microsoft SQOL Server Management Studio (Administrator)

File Edit View Tools Window Help
o B a-AEWF BNy BESRS| LD
| | Execute
Object Explorer r Ix
Connect~ ¥ ¥ [

o @ OFELIAHA-SOL (SQL Server 15.0.2000.5 - sa)
=] Databases

System Databases

Database Snapshots
i i Ofelia

Security

I\ = Logins

T :,_#;MS,PDIi(yE\rEntPro(EssingLogi
= ##MSﬁpDIi(yTS\]IEXE(UtiUQLDgiI‘I#

# Securables
K Status

\

%

~ A
ﬁ Tser M’aﬁ:in_g

l._'. NT AUTHORITWWSYSTEM

AT Script ~ @ Heb

\ Server role is used to grant server-wide security privileges to a user.

\

\ Server roles
\ [] bulkadmin
\ [] dbereator
\ [] diskadmin
\ [] processadmin
\ ] public
\ ' | securityadmin

s NT Service\ MSSQLSERVE] New Login... ! \ | serveracmin
& NT SERVICE\SQLSERVERA Semilares l, > X jﬁelu?diml -
& NTSERVICESOLTELEME|  ———— | i sysadmin |
& NT SERVICE\SQL Writer Policies g v
B NT SERVICE\Winmgmt Facets ]
S OFELIAHA-5QL\Administ
? Start PowerShgll
M 53
Server Roles Reports I
Credentials !
. Rename
Cryptographic Providers i Server _
Audits Delete h OFELIANSQLEXPRESS
Server Audit Specifications Refresh [] Connection
Server Objects . =
Replication ! ¥ View connection properties
PolyBase
Always On High Availability
Management
Integration Services Catalogs

B S0l Server Aaent (Anent ¥Ps< disahled) ¥
>

Corcel
30 May 2024 42/71 Ofelia 2.2 - RIC



INSTALLATION GUIDE asccm
Ofelia

10.2.Using a specific Windows account (Recommended):

This configuration involves two parts:
e The first step is to add MS SQL rights to the Windows account concerned.

e The second is to configure Ofelia service to use this Windows account. (See example chapter 10.1
Adaptation of the SQL database access method)

A specific Windows account to interact with the database, can be the user account used when installing
MS SQL or any other Windows account with appropriate rights on the SQL server.

L Services Ofelia Service Properties (Local Computer) >

r
Generaly _Log On )Reco\rew Dependencies

File Action View Help

e | D E oz HEl »enw

Log Jn as:
/
% Semvices (Local) . Services (Local) (OfLocal System account
N e o e
Ofelia Service Name D Allow service to interact with desktop
. Ofelia Service ] ,@) This account: ‘."-AccourdSerwceExampld | Erowse..
2ton the service Offine Files Y Start i ,'
estart the service . -
£} OpenS5H Authe | Stop y Password: ‘ooooooooooooco. |
Descrinti {.‘?;Optimize drives \\ Pause /‘ Confirm password: ‘-----------"-- |
escription: £ Payments and N y
Ofelia main service Q v \Resume 1
&) Performance Co Mestart )
2 e5ta
) Performance Lo \ ;!
Q;Phone Service AII\'{asks 1>
C1Plug and Pla / 1
Pl Y Refrekh /
&) Portable Device L i
: =
&l Power \ Properties ):
Q;PrintSpooler r
8o . Help
5 Printer Extensior

Gt ] [ ol

Case 1: If Ofelia need create the database on the MS SQL server automatically during the first startup, the
Windows account to be used by Ofelia’s Service must have at least "dbcreator" rights on MS SQL server
before the first Ofelia startup (Having "sysadmin" rights, even temporarily during the first start of Ofelia, might
also be a good option).

B Legin Properties - OFELIAHA-SOL \dabisimins - ] X
gelsctapage IT Script ~ @ Help
& General_ _ _
& Server Roles _)
% Tser Mapping  \ Server role is used to grant server-ide security privileges to a user.
K Securables
K Status
\\ Server roles
\ [] bulkadmin
\ [] dbereator
\ [] diskadmin
\ ["] processadmin
\ | |[4 public

\ | s=curityadmin

\ | serveradmin

N setupadmn _ _
(§=4

[ ssedio |

Connection

Server:
OFELIAHA-SQL

Connection:
sa

ﬁ View connection properties

Ready

Crcel
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Case 2: If the database is created manually by the IT department, the Windows account to be used by
Ofelia’s Service must have "db_owner" rights on this database before the first Ofelia startup (and must
keep this right permanently).

B Login Properties - OFELIAHA-SOL' dimiweiiaas - m} *
Selecta page 1T Scipt O Help

K General

—ﬁ_SENErEDIEs_
\# User Mapping V Users mapped to this login:

F Tecuiables~ N ~ Map Database User Default Schema

K Status

master
model

‘Connection l’
Server: ]
OFELIAHA-SGL J Database role membership for: Ofelia
Connection: ! [] db_accessadmin
sa ! [[] db_backupoperator
¢F View connection gmpemeg [ do_datareader
[] db_datawriter
! [ db_ddladmin
I [] db_denydatareader
) [[] db_denydatawriter
Progress L — M ——
[] db_securityadmin
Ready [] public

Carcel

In both cases, it is strongly recommended that the Windows account used has a non-expiring password.
(Using a "service account”" may be a more appropriate choice, as a “standard user account” may be required to
change its password regularly).
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10.3.Using a built-in MS-SQL account:
This configuration involves two steps:
e The first step is to create a built-in SQL account.
e The second is to configure Ofelia to use this built-in SQL account. (See example chapter 10.1 Adaptation

of the SQL database access method)

1. Make sure your SQL server supports both SQL server and Windows authentication modes:

To do this, with SQL Management studio, access the server properties, then under the "Security" menu,
check that the option "SQL server and Windows authentication mode" is selected.

% Microsoft SQL Server Management Studio (Administrator) B Server Properties - OFELIAHA-SQL B o «
File Edit View Tools Window Help
* = || E - Egiectomge T Scipt ~ @ Heb
- ‘ i - = ) | B New Query B 5 & & &5 | & General
& Memory
‘ ‘ Execute

& Progessor

N .
CE Server authentication

-~S
*? Connections S () Windows Authertication mode
# Database Settings ~ SA/ —m = =

& Advanced \
& Pemissions

Object Explorer > 4 x

Connect~ ¥ ¥ T & o~

B'\e OFELIAHA-S0L (SOL Server 15.0.2000.5 - sa),
T

T T Databases 7 Connect...
Securi \ Legin auditing
y h \ Disconnect
Server Objects \ . O None
egister...
EE:";“‘D" \ 4/— ® Failed logins only
olyBase \ Mew Query
Always On High Availability \ B O Suceessful logins enly
Management \ Activity Monitor O Beth falled and successful logins
Integration Services Catalogs \ Start h o S
23 SOL Server Agent (Agent XPs disabled]‘ Sto | oy,
T%] XEvent Profiler v & | [] Enable server proxy account
Pause
1
\ Resume 1 Connection
\  Restart ll Server
\ ) OFELIAHA-5QL Options
\ Policies ! 3 s 5
V' Facet Connection: [] Enable Common Criteria compliance
acets
\ ! & [ Enable C2 audt tracing
¥ View ction properti
\ Start PowerShell y¥ View connection properties B G e ST
“ Azure DatafStudic  »
|
\Reports ' 3
resh ! Eioo
I—Pmp_eme: - Ready

Cancel
2. Make sure that the MS SL integrated account created for Ofelia has the good rights.

If Ofelia need create the database on the MS SQL server automatically during the first startup, the built-in
MS SQL account to be used by Ofelia’s Service must have at least "dbcreator" rights on MS SQL server
before the first Ofelia startup (Having "sysadmin" rights, even temporarily during the first start of Ofelia, might
also be a good option).

ogin Properties - Ofelia-! uiltinAccount -
B Loginp ies - Ofelia-SOLBuiltinAs [m] X
Selectapage
y: P T Scopt ~ @) Help
(5 Sorve s )
¢ User Mapping V Server role is used to grant server-wide security privileges to a user.
K Securables
K Status
\\ Server roles
\ [] bulkadmin
\ [] dbereator
\ [] diskadmin
\ [] processadmin
\ [7] public

\ [] securityadmin

A\, | serveradmin

YL sstupadmin_ _
|

% sysadesio |

Connection
Server:
OFELIAHA-SQL
Connection:
sa

¥ View connection properties

Ready
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If the database is created manually by the IT department, the built-in MS SQL account to be used by Ofelia

must have "db_owner" rights on this database before the first Ofelia startup (and must keep this right

permanently).

B Login Properties - Ofelia-SQLBuiltinAccount - O x
Selecta page IT Seript o Help
K General
% Server Foles_
[} ’_Us_er_Ma_ppI!g“ LUsers mapped to this login:
Fheelmbes TN ~ Map Databass User Default Schema
& Status \\ O master
N N O  model
MO _mk_
|_ _ _Of_eha_ __ ) Ofelia-SQLBuittin Account
;’j tempdb
!
!
[
[
!
!
1
!
]
< >
‘Connection ,I
Server: !
OFELIAHA-5QL 1 Database role membership for: Ofelia
Connection: ,’ [] db_accessadmin
sa [] db_backupaperator

[] db_datareader
[] db_datawriter
[] db_ddladmin

!
¥ View connection propesjies
[

! [] db_denydatareader
! [] db_denydatawriter
Progress L = |
[[] db_securityadmin
Ready [ public

Cancel
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11. Appendix A - Adjust Ofelia’s configuration files outside the installer:

These settings are usually defined in the Ofelia installation program, so it is not necessary to modify
these configuration files manually.

However, for troubleshooting or modification purposes, it may be useful to know how to modify these

settings without having to uninstall and reinstall everything. ...
However, it is also possible to adjust these parameters by editing the Ofelia configuration file.

11.1. Adjust Ofelia’s SQL connection settings:

1. Stop the Ofelia application completely.

2. With Windows explorer, open the Ofelia installation directory, by default:
C:\Program Files\Appliware\Ofelia\

3. Find the file <appSettingsCustom.json>

B B - | ofelia
File Home Share
<« v 4 B « Local Disk (C:) > ProgramFiles > Appliware > Ofelia

Date modified

o
m

# Quick access i
Appliware.5peechService tract.dll
v I This PC

r 3D Objects

P8 Desktop
E Documents

Appliware.SpeechService.Contract.pdb

Appliware.StanleyStack.dll

appsettings.j

EEEERERE

1
1
1
Appliware 5tanleyStack.pdb 1
1
2

appSettin
Downloads X
. E aspnetco _Inpro dll
Music B BenBlockin gDetector.dll

B Pictures

1
1
1
£ Videos Core. ;)
= Local Disk (C:) 1

1

< p vl
260 iterns | 1 itemn selected 719 bytes |

4. Edit this file with a text editor and locate the line with “Ofelia” connection string.

{
"Kestrel™: {
"Endpoints”
"Http™: {
"Url”

"AppSettings™: {
ConnectionStrings™: {
"Ofelia™ Data Sourc \\SQLEXPRESS;Initial Catalog=0FELIA;Integrated Security=true;",
"FilelLog" tcp(reconnec rue, reconnect.interval=5s), file(filename=C:\\ProgramData\\Apj
"RabbitM}": "host=localhost;virtualHost=0felia;timeout=120"

"ModuleKey™: {}

"NoOuranosCom”: false,

"MultiTenants™: true,
"MultiTenantsDisableAutoRefresh”: false,
"DisableAutoBackup™: false,
"CreateRabbitMQVirtualHost": true
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5. Adjustthe “Ofelia” connection information with the right information.

"Ofelia": "Data Source=<SvrName>; Initial Catalog=<DBName>;Integrated Security=true;",
"Ofelia": "Data Source=<SvrName>; Initial Catalog=<DBName>;user id=<User>;password=<password>;",

Where, each parameters separated semicolons (“;"):
<SvrName> isthe name of SQL Server used to connect to SQL Cluster.
<DBName> isthe Database’s name define for Ofelia in SQL.

Using Windows account:
The part of the connection string no longer contains the parameters user id and password. This
indicates that integrated security is in use.

"Ofelia": "Data Source=OFELIAHA-SQL;Initial Catalog=Ofelia;Integrated Security=true;",

Using a built-in MS-SQL account:
<User> is the built-in MS SQL user account.
<password> is the built-in MS SQL user password.

"Ofelia": "Data Source=OFELIAHA-SQL;Initial Catalog=Ofelia;user id=0felia-SQLBuiltinAccount;password=AscomOfelia1234;",

mOfelial23d;™
\\log.s5il,level

6. Save changes.

7. Restart Ofelia application.

Note: You can check that the content of your Json file is correct (no missing brackets, commas,
etc.) using online verification tools, such as https://jsonlint.com/
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11.2. Adjust Ofelia’s RabbitMQ connection settings:

Q In a clustered architecture, if manuals adjustment needs to be done, they must be performed for
each Ofelia nodes.

1. Click the Windows Start button, type “Services”, and click Enter.
» The Services window appears.

2. Right-clicking on <Ofelia Service> service, then click on Stop.
Z. Services

File Action View Help

e | HEC= HE > o n»
" Services (Local) “° Services (Local)
~
Ofelia Service Name Description Status
A Ofelia Service d e '
Stop the service e - " Start
Restart the service G Offline Files - CEp...
£} OpenS5H Authentication Stop key...
£} Optimize drives Pause UM e

3. On the System Tray, if the Ofelia icon is still present, right-click on it and click "close".
= Answer "YES" to the dialog box that appears.

Démarrer Ofelia
Arréter Ofelia
Désinstaller le service

Licence..,
A propos d'Ofelia
Sauvegarder la base de dennées

Restaurer une base de données

Diagnostics

| Quitter

O B ds 192347 B

4. With Windows explorer, open the Ofelia installation directory, by default:
C:\Program Files\Appliware\Ofelia\
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5. Find the file <appSettingsCustom. json>

B B = | Ofelia

File Home Share

« +1+ R

# Quick access

v I This PC

W 2D Objects

P8 Desktop

E Documents
Downloads
Music

B Pictures

£ Videos

= Local Disk (C:)

s
860 item

Local Disk (C:)

Program Files > Appliware

Marme

n Appliware 5peech5ervice.Contract.dll

. Appliware 5peech5ery
\ppliware.StanleyStack.dll
\ppliware.StanleyStack.pdb

B appsettings,|

B appSettingsCustom.json

E aspnetcorevd_inprocess.dll

B Ben.BlockingDetector.dll

Ofelia

Date modified

1
1
1
1
1
2

]
:
:
:
y
.

;Initial Catalog=0FELIA;

Application extens...
PDB File
File
M File

plication

plication
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7. Insert a line for the RabbitMQ connection information with the right information.

"RabbitMQ": "host=<node1>,<node2><node3>;virtualHost=<vhost>;username=<user>;password=<password>;timeout=120"

Where, each parameters separated semicolons ( “;"):

<nodeX> is the name of each node, usually it is the hostname. (Separated by commas “”)
<vhost> is the vHost's id created in previous step.
<user> is the RabbitMQ user's id created in previous step.

<password> is the RabbitMQ user's password created in previous step.

Example in context:

false

true
efutoRefresh™: false
kup”: false
rtualHost" trud

« 9

8. Add a comma (“,”) at the end of the line preceding the one you've just added.
9. Save changes.

10. Restart Ofelia application with the "Ofelia Server" icon on the desktop

Additional notes:
. If the default vHost of rabbitMQ is used ("/"), it is possible to:
e Use “virtualHost=/"

"RabbitMQ":
"host=<nodel><node2><node3>;virtualHost=/;username=<user>;password=<password>;timeout=120"

e Delete the "virtualHost" part of the connection string:
"RabbitMQ": "host=<node1>,<node2>,<node3>;username=<user>;password=<password>;timeout=120"

. The RabbitMQ connection string should not end with a semicolon (";")
For this connection string, the semicolons (";") are only used as separators between the
different types of parameters, but not as an end-of-string marker.

You can check that the content of your Json file is correct (no missing brackets, commas, etc.)
using online verification tools, such as https://jsonlint.com/
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11.3. Adjust AppliwareSpeech’s RabbitMQ connection settings:

Appliware Speech is an application installed at the same time as Ofelia Server, on the same machine.
Ofelia Server relies on it to generate notifications using Microsoft's text-to-speech to compatible media
(e.g., SIP Phone)

In a clustered architecture, if manuals adjustment needs to be done, they must be performed for
each Ofelia nodes.

1. Click the Windows Start button, type “Services”, and click Enter.
» The Services window appears.

2. Right-clicking on <Appliware speech service> service, then click on Stop.
. Services
File  Action View Help
s | FE QR BE venwn

2. Services (Local) ' Services (Local)
~
Appliware speech service Mame Description Status
. Gk ActiveX Installer (AxInstSV) Provides Us...
Stop the service &) .
Restart the service ErAlloyn Ro.uter Service Routes Alllo...
Ek App Readiness Gets apps re...
o &k Application |dentity Determines ...
Description: . &1 Application Information Facilitates t...
Service allowing the Appliware &, Application L Gat Servi Provid
application to access the text-to- Sl Application Layer Gateway Service rovides su...
speech engine. Ek Application Management Processes in...
ppliware speech service Sl -
k Appliware Tenants Service Start init
5 AppX Deployment Service (AppXSy Stop
R T -

3.  With Windows explorer, open the Appliware Speech installation directory, by default:
C:\Program Files\Appliware\Appliware Speech\

4. Find the file <Appliware. SpeechService.exe.Custom.config>

l l = | Appliware Speech

File Home Share WView

< « 4 [ » ThisPC > Local Disk(C:) » ProgramFiles > Appliware > Appliware Speech

# Quick access
B This PC
& DVD Drive

!“ Network

</configuration>
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6. Adjust the RabbitMQ connection information with the right information.

value="host=<node1>,<node2>,<node3>;virtualHost=<vhost>;username=<user>;password=<password>;timeout=120"

Where, each parameters separated semicolons (“;"):

<nodeX> is the name of each node, usually it is the hostname. (Separated by commas )
<vhost> is the vHost's id created in previous step.
<user> is the RabbitMQ user's id created in previous step.

<password> is the RabbitMQ user's password created in previous step.

Example in context:

Additional notes:

. If the default vHost of rabbitMQ is used ("/"), it is possible to:

e Use “virtualHost=/"
value="host=<node1>,<node2>,<node3>;virtualHost=/;username=<user>;password=<password>"

e Deleting the "virtualHost" part of the connection string:
value="host=<node1><node2>,<node3>;username=<user>;password=<password>"

o The RabbitMQ connection string should not end with a semicolon (";")
For this connection string, the semicolons (";") are only used as separators between the
different types of parameters, but not as an end-of-string marker.

7. Save changes.

8. Restart <Appliware speech service> service.

L Services
File Action View Help
| E = BE »eonmwp

., Services (Local)  Services (Local)
Appliware speech service Name Description Status
. ;‘,“);A(ti\rex Installer (AxlnstSV) Provides Us...
Start the service C};Alljoyn Router Service Routes Alllo..,
C};App Readiness Gets apps re..
Description: Q;Application Identity Determines ...
Service allowing the Appliware i€k Application Information Facilitates t...
application to access the text-to- : - . .
. &k Application Layer Gateway Service Provides su...
speech engine.
S Application Management Processes in...
Appliware speech service Service allo...
S Appliware Tenants Service Stark Runnin
LAPP 9
(€% ApoX Denlovment Service (Annd Stop Provides inf...
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11.4. Adjust the Ofelia’s http/https connection settings:

To be able to activate the Https connection you must have a certificate signed by a trusted authority.

The choice of network access type is usually configured in the Ofelia installation program.

1 Ofelia - X Ofelia - X
Ofelia Properties Network Settings
Advanced settings for Ofelia asco m Http/Https configuration asco m
SGL Server Instance | \SQLEXPRESS y | (O Use Hitp
Database W = Http PortI 'HBD—
(O Trusted (Windows Authentication) EA j A ¥ (®) Use Htips -« - I— .'5|_||D'_.i\' Iittp_f‘{ Iiceihzst_
©5QL Authentication w - - S5L Port S~ ~ *IIIW— \I
SQL User ’Of:ﬂ\ai v" Host Name : [ofeia : :
SQL Password = - (®) Use existing certificate -« TTTTTTTT o ’ V‘
B e System _- -~ - ha () Create new self-signed certiEaEe:}_ _______________
C_DnigLIE_MUEUEK? - -~ Path to PFX : |c:\ProgramData\0felia\UNITEPS  pfix \|
( inlfg:re_l\le_tmzrk_ Iv Pfx file password '\ || felhaluthabed | :
__________________ -
Back Cancel validate Back Cancel

However, it is also possible to adjust these parameters by editing the Ofelia configuration file.
e Stop the Ofelia application completely.

e With Windows explorer, open the Ofelia installation directory, by default:
C:\Program Files\Appliware\Ofelia\

¢ Find the file <appSettingsCustom.json>

B E R - ofels
File Home Share View
<« v 4 B « Local Disk ( Program Files » Appliware

Name . fie Type

# Quick access

i Appliware.5peechService. Contract.dll Application ext

v M This PC . Appliware.5peechService.Contract.pdb [ J PDE File
r 3D Objects E Appliware.StanleyStack.dll i Application ext

M Desktop I Appliware 5tanleyStack.pdb /04y PDE File

B appsettings.json

] appSettingsC

i n aspnetcorevZ_inprocess.dll i Application ext
Music i Ben.BlockingDetector.dil 7 Application ext

B Pictures 0 G pto. 7 Application

E Documents

Downloads

Application exten

» = Local Disk (C:)

P dsor.MsDependencylnjection.dll

860 iterns | 1 itern selected
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o Edit this file with a text editor and locate the part about “Kestrel” settings.

{
"Kestrel™
"Endpoints™
"Http"
“Url™

"AppSetting:
"Connection5trings™
"Ofelia”™: "Data Source=0FELIAHA-5QL;Initial Cat
"tcp(reconnect=true, reconnect.inter
"host=localhost;virtualHost=0felia;

e Adjust the “Kestrel” parameters according to required configuration for https connection

Using only HTTPS (without http for local connection):
"Kestrel™
"EndPoints™
"Https™
"Url™: "https://OFELIAHA.mydomain.lo: 8838
"Certificate"

"Path™: "C:3\OFELIAHA.pfx"

"Password”: "SS5LCertPassword”

<Url> Parameter defines the connection URL to be used to connect to Ofelia and allows you to
change the listening port (here the 8080)

"Url": “https://OFELIAHA.mydomain.lo:8080” : users must use this exact
URL (in this format) to establish a connection with Ofelia.

<Path> Defines the path of your PFX file, making sure to double the "\ "

<Password> Defines the password for the certificate.
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Using HTTPS for connection, and allow http connection only for local):

"Kestrel"
"Endpoints™
"Http"
"Url™: “http://f127.0.8.1:88/"

"Https"
"Url"
"Certificate
"Path"” C:\\OFELIAHA.pfx"
"55LCertPassword”

fOFELTAHA . mydomain.lo: 8886"

"Password”

In this example, two types of connection are allowed:
e http from the Ofelia server itself.
e in https from any other machine.

Under <http> section:
<Url> Parameter defines the connection URL to be used to connect to Ofelia and allows you to
change the listening port (here the 80)

"Url": “https://127.0.0.1:80” : users mustuse URL with 127.0.0.1 as address

to establish a connection with Ofelia through port 80.

"Url": “https://localhost:80” : users mustuse localhost URL to establish a
connection with Ofelia through port 80.
"Url": “https://*:80”: users can use all URL available to establish a connection
with Ofelia through port 80.

Under <https> section:
<Url> Parameter defines the connection URL to be used to connect to Ofelia and allows you to

change the listening port (here the 8080)

"Url": “https://OFELIAHA.mydomain.lo:8080”: users must use this exact URL

(in this format) to establish a connection with Ofelia.

<Path> Defines the path of your pfx file, making sure to double the backslash ("\") between each
folder name constituting the file location.

<Password> Defines the password for the certificate.
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Note: You can check that the content of your JSON file is correct (no missing brackets, commas,
etc.) using online verification tools, such as https://jsonlint.com/

1

2 "Kestrel": {

ER "Endpoints": {

4 "Http": {

5 "url”: "http://127.e.8.1:88/"

6 Ts

7r "Https": {

g "url": "https://OFELIAHA.mydomain,lo:seEa”,

9 "Certificate™: {

18 "path": "Ci\\OFELIAHA.pfx",

11 "pPassword": "ssLCertPassword”

12 i

13 H

14 ¥

15 Fa

16~ "appsettings”: {

17 - "Connectionstrings™: {

18 "gfelia": "Data Source=0FELIAHA-SQL;Initial catalog=0Cfeliaj;Integrated Security=true;",
19 "FileLog": "tep(reconnect=true, reccnnect.interval=5s), file(filename=C:\\Programbata‘\'\Appliwareh\ouranosi\log.sil,level=
28 "RabbitMQ": "host=localhost;virtualdost=0feliajtimeout=128"
21 N

22 "Modulekey": {3},

23 "NoOuranosCom™: false,

24 "MultiTenants": true,

25 "MultiTenantspisableAutoRefresh”: false,

2 "DisableautoBackup”: false,

27 "CreateRabbitMgvirtualHost™: true

28 ¥

2% |}

4 3

Results

valid JsoM

e Save changes.

o Restart Ofelia application.
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12. Appendix B - Load Balancing:

For multi-cluster installations, a load balancer set to support WEB Socket Protocol is required for
connections to Ofelia.

12.1. Health Check Monitor

This section describes how a health check works and why it is required. The load balancer must monitor
the nodes in order to distribute traffic properly when needed. For example, if the load balancer notices that
an application on a node does not respond to a request, the load balancer must distribute the request to
an operational application running on another node. The load balancer must support monitoring of the
applications over TCP.

In Ofelia there is an HTTP monitoring service that can be used by the load balancer to monitor the status of
the nodes, and to for example turn off a node during the upgrade.

The service is a REST API that is called with http://<IpAddress>/health or http://servername.domain/health

M © 192.1680.66/health

= 2 168 N6 i
o L) A Mot secure 92.168.0.66 B

£ Import favorites RabbitM( Manage... O localhost/health

[“status”:"Health: "totalDuratio 149494" , "entries’ sqlserver™:{"data":
uration”: b : "tags"
uration™:
duration”:

Status global of the current node being monitored.
This is what needs to be monitored by the LB

= {4}
i1 E }
fiY dur:

[ status :
8] tags : [1
= i3 RabbitMg

4y data ;0

fi1 dur,

I status : :;
1

= Ky Fabbit ¥e |
§Y data : {) Status of each component of
Y dur 00. ‘ this node
ahe JEE
i) t
= Ky Fabbit

WY data - {)
Py dur;

ke

[1

= Ky Rabbit
il data
F1y dur; - 00000001
b : "Healthy™
[1 RELEN

An example of a view with Notepad++,
after processing with the "JsonTools" addon.

Global status description of the current node being monitored:
e Healthy = Everything is working properly
e Degraded = One of the (non-critical) components are no longer functional, but the node
continues to operate
e Unhealthy = The node is no longer able to receive requests
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12.2.Load Balancing Methods

A load balancing method controls the distribution of incoming requests to your cluster of servers. Examples
of methods are listed below:

e Round Robin — distributes requests across a group of servers. The request is forwarded to each
server in turn in the “server list”. When the load balancer has reached the end of the server list, it
starts from the top of the list and repeats.

e Weighted Round Robin — the same principle as Round Robin, but the number of requests that
each server receives over time is proportionate to the capacity of each server. Example: Server 1
has more capacity than Server 2 in a cluster, therefore, Server 1 should handle more requests than
Server 2.

e Least Connections (recommended control method) — distributes requests to the server with the
least number of connections. Typically used when servers in the cluster have the same capacity.

e Weighted Least Connection — the same principle as Least Connection, except that servers are
selected based on capacity, not just availability. Example: Server 1 has more capacity than Server 2
in a cluster, therefore, Server 1 should handle more requests than Server 2.

Health check interval of down services

It is important that the load balancer monitors services that are considered as “down” with an interval that
does not exceed 10 seconds. This is to provide a fail-over as fast as possible if the active node goes down
and a passive node starts services to take over.

Persistence

Persistence is a process in which a load balancer creates an affinity between a client and a specific server
in the cluster for the duration of a session. The load balancer must be configured to distribute requests
from a client to the same server in the cluster during a session. The persistence should be configured for
all clients that connect to the Ofelia Server via the load balance.

Example:

The load balancer receives an initial request from a specific client and distributes the request to Server 1in
the cluster, according to the load balancing method used. If the load balancer, for some reason, distributes
requests from this client to Server 2 in the cluster, the heartbeat and synchronization might not work
properly between the client and Server 1.

To solve this, the load balancer must retain the connection to Server 1 for a short period of time (that is, 2
minutes), which is done by configuring “persistence” in the load balancer.

For information about persistence configuration, refer to the vendor’s documentation.
Keep idle connections during a timeout.
If no data is sent to/from the load balancer, it must be configured to keep the connection towards the

nodes/clients for a specified period. If no data has been sent or received by the time that the idle timeout
period elapses, the load balancer closes the connection.
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12.3.Load Balancing of Services

In general, for WEB navigation and OfeliaSmart to work properly, the Load Balancer must be set to support
the WebSocket protocol.

Then, depending on the type of connection, it may or may not be necessary to use the Load Balancer for
each of the drivers available on Ofelia.

Examples:
o teleCARE IP (SSH connection) does not require Load Balancer. Each driver instance (one per node)
must be directly configured to connect to the tcIP central unit.
e For Unite (OAP) it may be possible to use certain Load Balancer functions (like reverse proxy) so that
each driver instance (one per node) connects to the Load Balancer, the Load Balancer connects to
Unite and redirects the responses to be returned to Ofelia to all nodes simultaneously (Ofelia will
organize itself internally so that the same information received on several nodes is processed only once).

This remains to be defined for each driver on a case-by-case basis. This part of the document is still being
drafted and may be completed in the future.
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13. Appendix C - Using Ofelia through a reverse proxy:

Ofelia does not use the web server provided by Microsoft ("Microsoft IIS"). Ofelia uses the WEB server of the
"Kestrel" component.

Kestrel can be used by itself or with a reverse proxy server. A reverse proxy server receives HTTP requests
from the network and forwards them to Kestrel.

Kestrel used as an edge (Internet-facing) web server:

Ofelia

Internet

/O HTTP Kestrel HttpContext Application code

—y—2 ——
Kestrel used in a reverse proxy configuration:

Reverse proxy server: i

Internet proxy Ofelia
/™™ HTTP IS, Nginx, Apache HTTP Kestrel HttpContext Application code
C De—s — R

Either configuration, with or without a reverse proxy server, is a supported hosting configuration.
Even if a reverse proxy server isn't required, using a reverse proxy server might be a good choice.
= The reverse proxy must be set to support the WebSocket protocol.

A reverse proxy:
e Can limit the exposed public surface area of the apps that it hosts.
e Provide an additional layer of configuration and defense.
e Might integrate better with existing infrastructure.
e Simplify load balancing and secure communication (HTTPS) configuration.
e Only the reverse proxy server requires an X.509 certificate, and that server can communicate with
the app's servers on the internal network using plain HTTP.

available on the customer's infrastructure.

O Note: Ofelia does not integrate reverse proxy. It will be necessary to rely on external tools
Implementation is therefore not covered in this document.
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14. Appendix D - Flow Matrix:

14.1. General ports used:

Essential ports
(for Ofelia and its prerequisites)

From

To

Protocol

Comments

Ofelia Server DNS server 53 UDP & TCP DNS

Ofelia Server NTP sever 123 UDP NTP

Ofelia Server SQL server 1433 TCP SQL Server default port

Ofelia Server RabbitMQ nodes 5672 (by default) | TCP RabbitMQ's AMQP protocol

Ofelia Server RabbitMQ nodes 15672 TCP RabbitMQ's WEB management console

RabbitMQ nodes RabbitMQ nodes 4369 TCP Foil??l:égr:sﬂrg) a peer discovery service used by RabbitMQ nodes and CLI tools
RabbitMQ nodes RabbitMQ nodes 6000 to 6500 TCP RabbitMQ, used for stream replication,

RabbitMQ nodes RabbitMQ nodes 25672 TCP zil;)rli)gtmg;]l;?rs;?;?;munication between nodes and CLI tools (Erlang
RabbitMQ nodes RabbitMQ nodes 35672-35682 TCP RabbitMQ, used by CLI tools (Erlang distribution client ports)

License validation
(for licenses based on the Elise3 module key)

From

Protocol

Comments

Ofelia Server Ascom Elise3 module |80 TCP HTTP Used when the Ofelia license is generated in reference to an Elise3 module key
Ofelia Server Ascom Elise3 module | 443 TCP HTTPS Used when the Ofelia license is generated in reference to an Elise3 module key
Ofelia Browser (Windows App) // Web Browser
From To Port Protocol ‘ Comments
Connection between a client (Web Browser App or Web browser) to Ofelia Server
Ofelia Browser Ofelia Server 80 (By default) TCP HTTP over HTTP by default. (Same port used for Web Access to Ofelia, that can be
customized)
Ofelia Browser Ofelia Server 443 By default) TCP HTTPS Web connection over HTTPS by default. (Same port used for Web Access, that can

be customized)
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14.2.Ports used by Ofelia’s drivers:

Driver Aeroscout - Stanley Healthcare
(http-POST XML - for Technical Event Generators)

From To Protocol Comments

. Connection between Stanley to Ofelia Server over HTTP by default. (Same port
Stanley server Ofelia Server 80 TCPHTTP used for Web Access to Ofelia, that can be customized)
Stanley server Ofelia Server 443 TCP HTTPS stqgcrencitzngg)over HTTPS by default. (Same port used for Web Access, that can be

Driver ASCII

From Protocol ‘ Comments

When 'Listen socket' is used, by default (can be customized)
ASCIl sender Ofelia Server 38000* TCP *If there are several ASCII drivers, each driver must have its own port.
(Communication over IP or using Serial-IP converter)

When ' Socket UDP' is used, by default (can be customized)
ASCII sender Ofelia Server 38000* UDP *If there are several ASCII drivers, each driver must have its own port.
(Communication over IP or using Serial-IP converter)

When 'Socket connection' is used, by default (can be customized)

Ofelia Server ASClI sender 38000 TCP (Communication over IP or using Serial-IP converter)

Driver Ascom (ASAP)
From To Port Protocol Comments

Ofelia Server Unite module 3217 UDP UNITE
Messaging Gateway

Unite module

. Ofelia Server 3217 UDP UNITE
Messaging Gateway
teleCARE IP
Control Equipment Ofelia Server 3217 UDP UNITE
NIRC3/4 / NIWC / vNISM
/NISM2 /,,,,
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Driver AscomOAP & AscomOAP One Way

From To Port Protocol Comments
Ofelia Server Unite module 1322 TCP Ascom OAP v4 Protocol
(OAP server)
Unite module . " Ascom OAP v4 Protocol (not used for '"AscomOAP One Way' driver)
(OAP server) Ofelia Server 1323" (By default) Tcp *If there are several 'OAP v4' drivers, each driver must have its own listen port.
Ofelia Server Unite module 1321 TCP Ascom OAP v3 Protocol
(OAP server)
Unite module Ofelia Server 1321 TCP Ascom OAP v3 Protocol (not used for '"AscomOAP One Way' driver)

(OAP server)

Driver BACnet

From

Ofelia Server

Protocol
TCP

Comments

By default (can be customized)

Driver DigitalVirgo

From

To

Protocol

Comments

Ofelia Server DigitalVirgo (online) 443 TCP HTTPS
L . . Connection between DigitalVirgo to Ofelia Server over HTTP by default. (Same

DigitalVirgo (onfine) Ofelia Server 80 TCPHTTP port used for Web Access to Ofelia, that can be customized)

DigitalVirgo (online) Ofelia Server 433 TCP HTTPS Conne;tlon over HTTPS by default. (Same port used for Web Access, that can be
customized)

Driver eMail

From To Port Protocol Comments

Ofelia Server Mail server 25 SMTP By default (can be customized)

Ofelia Server Mail server 587 SMTPS Often u§ed to encrypt SMTP messages using STARTTLS - By default (can be
customized)

Ofelia Server Mail server 465 SMTPS Often used to encrypt SMTP messages using SSL - By default (can be customized)
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Driver ESPA
ESPA 4.4.4

From

Protocol

Comments

When 'Listen socket' is used, by default (can be customized)

ESPA sender Ofelia Server 4001* TCP *If there are several ESPA drivers, each driver must have its own port.
(Communication over IP or using Serial-IP converter)
Ofelia Server ESPA sender 4001 TCP When 'Socket connection' is used, by default (can be customized)

(Communication over IP or using Serial-IP converter)

Driver HighSMS

From

Protocol

Comments

Ofelia Server HighSMS (online) 443 TCP HTTPS

. . . Connection between HighSMS to Ofelia Server over HTTP by default. (Same port
HighSMS (online) Ofelia Server 80 TCPHTTP used for Web Access to Ofelia, that can be customized)
HighSMS (online) Ofelia Server 433 TCP HTTPS Connection over HTTPS by default. (Same port used for Web Access, that can be

customized)

Driver Http

From

Http third-party App,

To

Ofelia Server

80

Protocol

TCP HTTP

Comments

Connection between a third-party application to Ofelia Server over HTTP by
default. (Same port used for Web Access to Ofelia, that can be customized)

Http third-party App,

Ofelia Server

443

TCP HTTPS

Connection over HTTPS by default. (Same port used for Web Access, that can be
customized)

Driver MiniFinder

From
MiniFinder

Ofelia Server

35062

Protocol
TCP

Comments

Driver Modbus (Master) - TCP

From

Ofelia Server

To
Modbus server

Port
502 (By default)

Protocol
TCP

Comments

Socket connection - By default (can be customized)

Ofelia Server

Modbus server

80

TCP

For certain modules that are configured via a WEB interface (e.g. WAGQO)
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Driver Modbus (Slave) - TCP

From To Protocol Comments

Listen socket - By default (can be customized)

Modbus Server Ofelia Server 502" (By default) TCcp *If there are several Modbus (Slave) drivers, each driver must have its own port.

Driver MultiTech
(SMS Gateway)

From Protocol Comments
Ofelia Server RabbitMQ nodes 443 TCP HTTPS By default.

Driver Ofelia Messenger
(Windows App)

From Protocol Comments

Ofelia Messenger Ofelia Server 34892 TCP By default (can be customized)

Driver OfeliaSmart

(Android App)
From Protocol Comments
. . Connection between Ofelia Smart to Ofelia Server over HTTP by default. (Same
OfeliaSmart Ofelia Server 80 TCPHTTP port used for Web Access to Ofelia, that can be customized)
OfeliaSmart Ofelia Server 443 TCP HTTPS Connec.tlon over HTTPS by default. (Same port used for Web Access, that can be
customized)
OfeliaSmart Syslog server 514 TCP By default (can be customized)
OfeliaSmart SIP Proxy 5065 UDP SIP By default (can be customized) - But do not use 5060 on Myco3/4

Driver OPC-UA

From Protocol Comments

By default (can be customized) - Depending on the configuration set up on the

Ofelia Server OCP-UA Server 4840 TCP OPC-UA third-party server.
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Driver Opera

From Protocol Comments

By default (can be customized) - Depending on the configuration set up on the

Ofelia Server Opera 1412 TCP Opera third-party server.

Driver Ping

From Protocol Comments

Ofelia Server Device to be pinged No port used for ping. Allow the protocol.

Device to be pinged Ofelia Server ICMP No port used for ping. Allow the protocol.

Driver PopUp
(Windows App)

From Protocol Comments

PopUp Ofelia Server 38420 TCP

Driver SIA

From Protocol Comments

Ofelia Server SIA 9401 TCP/UDP

Driver SIP

From

To

Port

Protocol

Comments

Ofelia Server SIP Proxy (IPBX) 5060 (By default) UDP SIP

SIP Proxy (IPBX) Ofelia Server 5060 (By default) UDP SIP
Medias

Ofelia Server (e.g.IP 4000 to 4512 UDP RTP No UDP session timeout.
phones/Gateway)

Medias . I
Ofelia Server 4000 to 4512 UDP RTP No UDP session timeout.

(e.g. IP phones/Gateway)
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Driver SmartSense

From Protocol Comments

Ofelia Server
SmartSense server (& All RabbitMQ's 5672 TCP
nodes)

RabbitMQ's AMQP protocol - On multi-nodes configuration, SmartSense server
should be able to communicate with all RabbitMQ nodes

Driver SMSFactor
From Protocol Comments
Ofelia Server SMSFactor (online) 443 TCP HTTPS
. . Connection between SMSFactor to Ofelia Server over HTTP by default. (Same port
SMSFactor (online) Ofelia Server 80 TCPHTTP used for Web Access to Ofelia, that can be customized)
SMSFactor (online) Ofelia Server 433 TCP HTTPS gjasr;g:;';zg)over HTTPS by default. (Same port used for Web Access, that can be

Driver SMTP Server

From Protocol Comments

Third-party sender Ofelia Server 25 SMTP By default (can be customized)

Third-party sender Ofelia Server 587 SMTPS When STARTTLS encryption is required - By default (can be customized)
Third-party sender Ofelia Server 565 SMTPS When SSL encryption is required - By default (can be customized)

Driver Stanley Healthcare
(http-POST JSON - for Personal alarm)

From To Protocol Comments

: Connection between Stanley to Ofelia Server over HTTP by default. (Same port
Stanley server Ofelia Server 80 TCPHTTP used for Web Access to Ofelia, that can be customized)
Stanley server Ofelia Server 443 TCP HTTPS gjnsr;cn);ciggg)over HTTPS by default. (Same port used for Web Access, that can be

teleCARE IP

(NISM/VNISM over SSH)

From Protocol Comments

Ofelia Server vNISM/NISM2 2222 TCP SSH

Ofelia Server MARI 443 TCP HTTPS When the MARi APl must be used
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teleCARE M
(ISC3 over IP)

From Protocol Comments

By default (can be customized) - Depending on the configuration set up on the

ascom ISC3 module Ofelia Server 15001 UDP
ascom ISC3 module

14.3.Ports used by Ofelia’s ‘External Applications’:
External App - LDAPDIRECTORY (For SSO)

From To Port Protocol ‘ Comments
. Central directory 389 - -
Ofelia Server (LDAP) (or 3268 if MS-AD) TCP Communication with external database used for SSO over LDAP.
Ofelia Server Central directory 636 TCP Communication with external database used for SSO over LDAPS (LDAP over
(LDAPS) (or 3269 if MS-AD) SSL).
Ofelia Server Kerberos 88 UDP & TCP If Kerberos is used

External App - MARI (For teleCARE IP)

From To Protocol Comments

) vNISM
Ofelia Server (or MARI Server) 443 TCPHTTPS

(External App-OIDC (For SSO)

From To Protocol Comments

. ’ " By default (can be customized)
Ofelia Server OIDC Provider 80 HTTP *Depending on the configuration set up on the OIDC provider
) ) . By default (can be customized) —
Ofelia Server OIDC Provider 443 HTTPS *Depending on the configuration set up on the OIDC provider
OIDC Provider Ofelia Server 80 HTTP Web connection to‘Ofella over HTTP by default. (Same port used for Web Access,
that can be customized)
OIDC Provider Ofelia Server 443 HTTPS Web connection to Ofelia oyer HTTPS by default. (Same port used for Web
Access, that can be customized)
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External App - SmartSense

From To Protocol Comments
Ofelia Server SmartSense Server 443 TCP HTTPS SmartSense Web management port (for API)

External App — Stanley Healthcare (For Wi-Fi Hyperlocalisation via MobileView®)

From To Port Protocol Comments
Ofelia Server Stanley Server 80 TCP HTTP

External App - teleCARE IP

From To Protocol Comments

Ofelia Server VNISM or NISM2 5432 TCP
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15.Related Documents

Document Document Number

Global documentation 1.2

Data Sheet The last available

16.Document History:

Version ‘ Date Description

RO 29 Jun. 2023 | Initial release.
R1A 03 Jul. 2023 Update document.
R1B 27 Jul. 2023 Update document.

Update document for Ofelia 2.2 rev 1

(] RabbitMQ information to the installer screens has been added.

(] Updated considerations for multi-node installations (clustered - HA)
R1C 30 May. 2024 o o ) o
(] Reorganization of the chapter on manual modification of configuration files.
. Added a chapter on the requirements for text-to-speech functionality.

. Flow Matrix has been added.
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